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Abstract:
IoT encompasses an extensive range of sensors and physical devices that establish connections with diverse
applications via networking technologies, enabling communication with the Internet and other devices. Because of the
increasing number of assaults on IoT applications, it is crucial to ensure strong cybersecurity as the number of users
for IoT grows and new services appear. This article examines the importance of securing IoT applications and
evaluates the effectiveness of integrating knowledge distillation and federated learning techniques with Deep Learning
algorithms to enhance IDS for protecting IoT applications. The utilization of a combination of knowledge distillation and
federated learning showcases the potential for achieving many advantages, including enhancing model performance,
expediting the learning process, and safeguarding user data privacy. These advantages have been demonstrated to
surpass conventional learning approaches.

Published in: 2024 IEEE 3rd International Conference on Computing and Machine Intelligence (ICMI)

Date of Conference: 13-14 April 2024

Date Added to IEEE Xplore: 11 July 2024

 ISBN Information:

DOI: 10.1109/ICMI60790.2024.10585693

Publisher: IEEE

Conference Location: Mt Pleasant, MI, USA



ADVANCED SEARCH

All 

 Browse  My Settings  Help  Institutional Sign In

Institutional Sign In



Personal Sign In

http://www.ieee.org/
https://ieeexplore.ieee.org/Xplore/home.jsp
https://ieeexplore.ieee.org/Xplore/home.jsp
http://standards.ieee.org/
http://spectrum.ieee.org/
http://www.ieee.org/sitemap.html
https://innovate.ieee.org/Xplore/Subscribebutton
https://ieeexplore.ieee.org/browse/conferences/title/
https://ieeexplore.ieee.org/xpl/conhome/10585267/proceeding
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
javascript:void()
https://ieeexplore.ieee.org/author/220893950778835
https://ieeexplore.ieee.org/author/240603454776547
https://ieeexplore.ieee.org/author/37085654848
https://ieeexplore.ieee.org/author/37088595031
https://ieeexplore.ieee.org/author/37088822694
javascript:void()
https://www.ieee.org/give
https://www.ieee.org/cart/public/myCart/page.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?ShowMGAMarkeatbilityOptIn=true&sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/10585693
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?ShowMGAMarkeatbilityOptIn=true&sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/10585693
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?ShowMGAMarkeatbilityOptIn=true&sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/10585693
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/alerts/citation
https://ieeexplore.ieee.org/alerts/citation
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/document/10585693
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/document/10585693/authors
https://ieeexplore.ieee.org/document/10585693/figures
https://ieeexplore.ieee.org/document/10585693/references
https://ieeexplore.ieee.org/document/10585693/keywords
https://ieeexplore.ieee.org/document/10585693/metrics
https://ieeexplore.ieee.org/document/10585693/similar
https://ieeexplore.ieee.org/xpl/conhome/10585267/proceeding
https://doi.org/10.1109/ICMI60790.2024.10585693
https://ieeexplore.ieee.org/search/advanced
https://ieeexplore.ieee.org/Xplore/home.jsp
javascript:void()
javascript:void()


More Like This

Enhancing Accuracy in Gas-Water Two-Phase Flow Sensor Systems Through Deep-Learning-based Computational Framework
IEEE Sensors Journal
Published: 2024

Enhancement of the Multiplexing Capacity and Measurement Accuracy of FBG Sensor System Using IWDM Technique and Deep Learning Algorithm
Journal of Lightwave Technology
Published: 2020

Show More

IEEE Personal Account

CHANGE
USERNAME/PASSWORD

Purchase Details

PAYMENT OPTIONS

VIEW PURCHASED
DOCUMENTS

Profile Information

COMMUNICATIONS
PREFERENCES

PROFESSION AND
EDUCATION

TECHNICAL INTERESTS

Need Help?

US & CANADA: +1 800
678 4333

WORLDWIDE: +1 732
981 0060

CONTACT & SUPPORT

Follow

   

About IEEE Xplore | Contact Us | Help | Accessibility | Terms of Use | Nondiscrimination Policy | IEEE Ethics Reporting | Sitemap |
IEEE Privacy Policy
A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of
humanity.

© Copyright 2024 IEEE - All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies.

Authors 

Figures 

References 

Keywords 

Metrics 

I. Introduction
The Internet of Things (IoT) has made things like sensors and everyday objects connect to each other, changing
how industries work by letting them gather data and control things remotely [1]. But this also makes things risky
because many devices can be hacked [2]. This is where Intrusion Detection Systems (IDS) come in. They watch
over the network and devices all the time to find and stop any strange or unauthorized activities. This is important
to keep data and devices safe. The mix of IoT and IDS is a big deal because it helps protect against cyber threats.
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