
Open Challenges and Research Issues of XAI in Modern Smart Cities
Azeem Khan, Noor Zaman Jhanjhi (/affiliate/noor-zaman-jhanjhi/415447/), Dayang Hajah Tiawa Binti Awang Haji Hamid, Haji Abdul
Hafidz bin Haji Omar

Source Title: Advances in Explainable AI Applications for Smart Cities (/gateway/book/301208)
Copyright: © 2024
Pages: 20
ISBN13: 9781668463611ISBN10: 166846361XISBN13 Softcover: 9781668463628EISBN13: 9781668463635

DOI: 10.4018/978-1-6684-6361-1.ch008

Cite Chapter Favorite 



 

View Full Text HTML (/gateway/chapter/full-text-
html/337326)

View Full Text PDF (/gateway/chapter/full-text-
pdf/337326)

Abstract
The increasing use of AI in modern smart cities calls for explainable artificial intelligence (XAI) systems that can improve the efficiency
and effectiveness of city operations while being transparent, interpretable, and trustworthy. Developing a unified framework for XAI
that can handle the heterogeneity of data and systems in smart cities is the first challenge, considering the need to incorporate human
factors and preferences in AI systems. The second challenge is developing new XAI methods that can handle the complexity and
scale of smart city data. Addressing ethical and legal aspects is also critical, including ensuring that AI systems are fair and unbiased,
protecting citizens' privacy and security, and establishing legal frameworks. Evaluating the effectiveness and usability of XAI systems
is also crucial in improving city operations and stakeholder trust apart from XAI research for smart cities: improved visualization,
human feedback, integration.
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Full Text Preview

I. Introduction
• Brief overview of XAI and smart cities

As depicted in Fig 1.0 there are essentially five perspectives on why XAI matters in the context of smart cities as well. In recent years,
the emergence of advanced technologies, such as the Internet of Things (IoT) (Prabakar et al., 2023) and artificial intelligence (AI)
(Priyadarshini et al., 2022), has transformed urban environments into modern smart cities. These cities are characterized by the
integration of digital technologies into various systems, such as transportation, energy, and security, to improve the quality of life for
citizens. However, the complexity of these systems and the vast amount of data they generate pose significant challenges for
decision-making and management. This is where XAI comes in. XAI, or explainable artificial intelligence, is a subset of AI that seeks
to make machine learning models more transparent and understandable to humans. XAI can help decision-makers and managers
better understand the inner workings of AI models (Jayakumar, Brohi, & Jhanjhi, 2021), enabling them to make informed decisions
and identify potential biases or errors.

Figure 1. Why XAI matters: The five essential views

(https://igiprodst.blob.core.windows.net:443/source-content/9781668463611_301208/978-1-6684-6361-1.ch008.f01.png?sv=2015-12-
11&sr=c&sig=wsMzB2Jr0%2Bv8Ed3QYxcPxXYyt09UVJXujFP3tgUK420%3D&se=2024-10-28T16%3A44%3A40Z&sp=r)

Source: Saeed & Omlin (2023)

• Importance of XAI in smart cities
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 Importance of XAI in smart cities
As depicted in Fig 2.0, XAI has a critical role to play in addressing the challenges and issues facing modern smart cities (Rocha et al.,
2021). Its importance lies in its ability to provide transparency, interpretability, and explainability of the complex models and algorithms
(Rocha et al., 2021) used in smart city systems. This can enhance trust, accountability, and decision-making in smart city governance.
Therefore, addressing the open challenges and research issues of XAI in modern smart cities is essential to maximize its benefits and
minimize its risks. XAI plays a vital role in modern smart cities, as it provides decision-making support to city authorities in various
domains, including traffic management, energy optimization, public safety, disaster response, and waste management (Humayun,
Alsaqer, & Jhanjhi, 2022).

Figure 2. Key Industries needing XAI focus

(https://igiprodst.blob.core.windows.net:443/source-content/9781668463611_301208/978-1-6684-6361-1.ch008.f02.png?sv=2015-12-
11&sr=c&sig=wsMzB2Jr0%2Bv8Ed3QYxcPxXYyt09UVJXujFP3tgUK420%3D&se=2024-10-28T16%3A44%3A40Z&sp=r)

Source: Jagatheesaperumal et al. (2022)

The importance of XAI in smart cities stems from the fact that these cities generate an enormous amount of data from various sources
such as sensors, cameras, social media, and other digital devices (Pandya et al., 2023). The volume, variety, and velocity of this data
make it difficult for human analysts to process and make sense of it, which is where XAI can help. XAI models can analyze this data
and provide actionable insights to city authorities, enabling them to make data-driven decisions that improve the efficiency,
sustainability, and livability of the city with smart medical services to the inhabitants of the city as depicted in Fig 3.0 (Javed et al.,
2023; Mahmood et al., 2021).

Figure 3. Smart medical services for urban communities
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