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Abstract
The smart home is considered as an essential domain in Internet of Things (IoT) applications, it is an interconnected home

where all types of things interact with each other via the Internet. This helps to automate the home by making it smart and

interconnected. However, at the same time, it raises a great concern of the privacy and security for the users due to its

capability to be controlled remotely. Hence, the rapid technologically growth of IoT raises abundant challenges such as

how to provide the home users with safe and secure services keeping privacy in the account and how to manage the smart

home successfully under the controlled condition to avoid any further secrecy or theft of personal data. A number of the

research papers are available to address these critical issues, researchers presented different approaches to overcome these

stated issues. This research review will analyze smart home approaches, challenges and will suggest possible solutions for

them and illustrate open issues that still need to be addressed.
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1 Introduction

The advanced technologies have enabled things around us

to be embedded with sensors and communicated with each

other with the help of Wireless Sensor Networks (WSN)

and Radio-Frequency Identifications (RFID). Wireless

communication that allows the Internet to access into

embedded and ubiquitous computing [1]. The communi-

cation among these things enters us into a new era of

ubiquity where the seamless emergence of several tech-

nologies leads to the Internet of Things concept in which it

aims at enabling the communication between any types of

things, at any place, anytime using network technologies

[2]. The things in IoT are uniquely addressed through IP

address and they are physical in natures where they can

integrate with the network [3]. Figure 1 illustrates an

example of the IoT system where the embedded sensors

detect the intrusion and notify to the user through the GSM

modem, also the user can monitor the intrusion at home

from anywhere through the mobile IP based webcam and in

case, if the intrusions are real then the user have options

such as, play alarm, alert neighbors or report to the police

[4].

Sensors in IoT can sense and communicate with their

physical environment and collect data remotely over the

Internet, and based on the collected data using intelligent

decision-making approach they can respond to the envi-

ronment [5]. According to the study done by the Cisco [6]

that in 2003 the number of Internet-connected devices that

owned by persons was less than one million (0.8) yet the

concept of IoT did not exist, because the Internet-con-

nected things were still relatively small. In 2010 the

number of Internet-connected devices increased to 1.84

million which shows that the increase in IoT connected

devices increased more than the number of people born in

this period. In 2015 the number of Internet-connected

devices that each person owned increased to 3.47 million.

And by looking to the future, the study predicts that there

might be more than 50 Billion number of Internet-
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connected devices that each person owns will increase ever

to be 6.58 million by 2020 as illustrated in Fig. 2.

Context-awareness is an important characteristic of

ubiquitous computing [6]. Due to the huge number of

sensors that already exist to collect raw data from their

environments, this raw data need to be analyzed and

interpreted to have meaningful information from it such as

location or time (this informations called contextual

information) to be feasible in IoT. Context-Aware Com-

puting helps in this regard as it allows to store the con-

textual information linked to the raw data collected from

sensors and decides which data needs to be processed, so as

to make achieving the interpretation more easily. For

example, the sensor readings produced by GPS sensors can

be considered as raw sensor data. Once we use the Global

Positioning System (GPS) sensor readings in such a way

that it represents a geographical location, we call it context

information. Further, details for the reader about context

and context-aware computing is elaborated in [7–10].

Establishing context-aware computing environment at

smart home creates more challenges as people can

determine what activities they can do and how they can

organize their time and space. Hence more attention has to

be done to make the smart home more eligible to the

homeowners and to fulfill their requirements for social

acceptance, usability, low cost, privacy protection and zero

administration. Smart home also can provide healthcare

support and services to home users. They can monitor and

observe home user’s health and make a warning if a vital

sign of an abnormal condition is detected [11]. Therefore,

with the help of context-aware computing, a smart home

can be developed and applied to assist users in achieving

their tasks at hand in their everyday life and make their

quality of life more easier [12]. More information regard-

ing the relationship between context-aware computing

linked to the smart home in [13–15]. This paper will pre-

sent the current challenges in the smart home linked to the

context-aware IoT and the most recent work to address

these challenges. The remaining of the paper is organized

as follow: Literature Review related to smart home chal-

lenges, Results and Discussion, and Conclusion.

Fig. 1 Proof of concept of IoT

[4]

Fig. 2 Growth of IoT [6]
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2 Literature review: smart home challenges

Many types of research have been conducted in the area of

the smart home linked to context-aware IoT in the past few

years. In this section, we review and discuss some impor-

tant challenges related to smart home based on recently

conducted researches. Further, this section will describe the

challenges based on different aspects such as Interoper-

ability, Context-Aware Middleware, Energy-Aware Con-

sumption, Security, and Privacy-Aware.

2.1 Interoperability

As the smart home is connected with different things,

sensors, devices and different communication networks,

connectivity is considered as the cornerstone of IoT

because it is built by standards and communication proto-

cols that are used in the environment of smart home [16].

These are connected with each other in the smart home

using several communication protocols to react to contex-

tual changes in order to provide safety and comfort to home

users [17]. Hence, this creates a huge heterogeneity in the

smart home and it is expected to grow significantly so they

need to interoperate efficiently without the need for

external intervention [18]. The emergence of heterogeneity

of them in the smart home environment causes an inter-

operability challenge in managing them [19] because the

smart home environment is a distributed architecture that

requires being interoperable to manage heterogeneous

systems [20, 21]. Therefore, there is a need for solutions

that allow the heterogeneous devices and systems inter-

operate and talk to each other in an efficient manner

regardless of their heterogeneity [20].

There have been several studies and solutions done to

achieve interoperability in smart homes. Researchers in

[22] proposed a new smart framework for systems in the

smart home, as they can perform and coordinate their tasks

in an efficient way. The framework is based on web ser-

vices and Simple Object Access Protocol (SOAP) to

exchange messages and manage interoperation among

heterogeneous smart home devices. It provides services to

break data comes from different heterogeneous sources and

services for heterogeneous systems management commu-

nication. Authors in [23] proposed an extensible smart

home gateway architecture based on Open Services Gate-

way initiative (OSGi) framework that allows heteroge-

neous devices and protocols to be seamlessly integrated

into the smart home during the runtime. It enables end

users to flexibly add, install, manage, access and commu-

nicate with diverse devices and protocols during runtime.

Also, they proposed an access control and policy model

that give the end users and devices different permissions

and roles to access the smart home. Researchers in [24]

proposed a framework that allows heterogeneous devices in

the smart home to communicate with each other in a col-

laborative manner in which the smart connected devices

send a request to the centralized database server that ver-

ifies the authenticity of the device and then accepts the

requests and supports interoperability among them. The

server coordinates and monitors the heterogeneous smart

devices by providing remote access control to the smart

devices with encryption rules applied to authorization

access to the smart home.

The literature reviews discussed above clarified that how

the interoperability challenge need to be handled due to a

large number of heterogeneous things that belong to dif-

ferent platforms and thus it is an important criterion in

building any IoT smart home services to meet the users’

needs [25]. Therefore, the provided solutions for interop-

erability allow devices, communication protocols and ser-

vices to be dynamically integrated. Table 1 shows critical

review of the solutions to achieve interoperability.

2.2 Context-aware middleware

The rapid development of IoT and ubiquitous computing

into our lives have led to the growth and generation of

contexts which represent what changes happen in the

environment and where they exist [26]. The increasing of

contexts in the environment will attract the user to them to

provide them with current changes happen which will

increase user performance [27]. As a consequence, appli-

cations of context-aware can adjust their behaviors due to

the changes happened in the environment without or with

less of human intervention [26].

Applications of Context-Aware usually have elements

with single contexts which might be needed by several

applications and hence programmers might need context

elements through context provider software for getting the

desired context types. Thus, developing context-aware

stand-alone applications is inefficient due to the reusability

standards and the difficulty for software developers to find

the available context-aware services. Implementing con-

text-aware applications that are able of obtaining and dis-

covering contextual information from their environment is

a major challenge [28]. For these reasons, there is a need

for context-aware middleware that is considered to be the

main requirement for developing the context-aware appli-

cations to collect and analyze the contextual changes effi-

ciently [29]. Context-Aware Middleware is defined as it is

a software system that provides an abstracted layer among

the context-aware applications and the operating systems

[30]. Context-aware middleware at smart home enables a

home gateway to collect data and learn user behavior
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which are context changes from smart devices, then based

them it can perform actions and make decisions [31].

There have been several studies and solutions suggested

achieving context-aware middleware in smart homes. Guo

et al. in [32], proposed a framework for context manage-

ment that deals with the mobile entity problem in cross-

domain context sharing and a transparent query mechanism

that enables applications to obtain context information

about mobile entities from remote domains. The frame-

work provides the interaction between different domain

context managers. The contexts generated from different

smart home environments should be managed by home

context manager. In [33] researchers presented a context-

aware middleware system that simplifies context informa-

tion sharing through different devices and things in the

smart home. The system facilitates the cooperation among

software developers by providing mechanisms for context

registering and retrieving as services allow them to publish

their contexts and also retrieve contexts published by oth-

ers. The researchers in [34] provided a context middleware

architecture system in a smart home in which contexts are

modeled based ontology to get semantic information using

Web Ontology Language (WOL) and a profile applied

reasoning algorithm to infer high-level contexts from

available low-level contexts. The architecture consists of

three layers that aim at supporting sensors abstraction by

hiding sensing details, supporting context information

reasoning and processing and facilitating the development

of context-aware services.

The literature reviews about context-aware middleware

showed that developing and implementing a context-aware

middleware is a challenge due to the particular character-

istics of devices and contexts such as the limited resources

of smart devices and the dynamic nature of contexts.

Therefore, the solutions help in building context-aware

middleware that has great benefits in reducing the devel-

opment time of context-aware applications and simplifying

the complex behavior of them. Context-aware middleware

can help developers to focus on developing applications

without concerning about managing the context related to

applications [26]. Also, it helps them to find a new way for

environments that make them to automatically respond to

various contexts without concern of gathering contextual

information from several sources [35]. Table 2 shows

critical review of the solutions to achieve context-aware

middleware.

2.3 Energy aware\efficient consumption

The increased consumption of electrical energy affects the

environment and the human budgets [36]. A report in [37]

showed that about 13% of the world energy consumption in

2040 will be energy used in homes. In which it is

increasing 48% from 2012 to 2040 as a result of the

growing demand for energy in the non-OECD (Organiza-

tion for Economic Cooperation and Development) coun-

tries. Figure 3 shows the average annual change in energy

consumption of residential sector in OECD countries. The

increased costs of electrical energy have led to an increased

demand for energy efficient systems. Due to the growing

demand for energy, the homeowners are converted into

smart home energy management to minimize energy costs

as well as make life more comfortable. Therefore, energy

efficiency becomes a key requirement for developing

modern homes [38, 39]. To overcome this challenge at

home, energy-aware smart home is developed capable of

measuring the amount of energy consumed by smart

devices and control their operations [40]. A more mea-

surable characteristic of the smart home is that it is with

diversified ways of energy efficiency at home [41].

Several researchers suggested achieving energy-aware

consumption in smart homes, in [43] proposed an energy-

prone context (EPC) system to model a context provided

by the involved appliances of the context energy con-

sumption. Based on collected historical data of each

appliance, there will be a related power consumption status

for the appliance with respect to the context. The

researchers in [44] proposed a system that is based on

context awareness and cloud computing to control and

monitor energy saving services that can be accessed online

via mobile devices. The system based on context awareness

which allows users to make a decision with context

information changes. Yang et al. in [45] proposed a home

energy management system for smart home based on

context-aware services in which it allows home users to

collect and analyze historical power information of home

Table 1 Critical review for interoperability challenge

Feature/

scheme

Flexibility Adding

devices

User

experience

Systems

discovery

Web services

support

Security

support

Systems

configuration

Remote access

control

Ref. [22] 4 4 X 4 4 X 4 X

Ref. [23] 4 4 4 4 4 4 4 4

Ref. [24] X X 4 X X 4 4 4
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appliances and to customize energy settings and usage to

offer energy usage modes like general mode, power-saving

mode, and economic mode to provide energy saving effi-

ciently. Khan et al. in [46] proposed an energy-aware smart

home system based on Coordinator ZigBee Networking

mechanism in which it has: (1) Smart interference control

system (SICS) to reduce the interference of coexistence of

heterogeneous technologies in the wireless local area net-

works and wireless sensor networks; (2) Smart energy

control system (SECS) to merge natural light with the

source light and improves the energy consumption of the

home appliances; and (3) Smart management control sys-

tem (SMCS) to reduce the energy consumption by con-

trolling the active time of the home appliances efficiently.

The literature reviews about energy-aware consumption

showed that developing frameworks for an efficient and

optimized energy consumption at smart home is a chal-

lenge due to the increased amount of energy costs and

demands. So it brings the vision of smart home energy

efficiency environment [47]. Table 3 shows critical review

of the solutions to achieve context-aware middleware.

2.4 Security

As the smart home utilizes devices connected to the

Internet and shared via a home network to provide con-

venience services [48], the home gateway of smart home

can control the flow of information among devices and

services which requires authenticity, integrity, reliability,

and confidentiality [49]. Researchers in [50–53] presented

some of the security threats that are addressed in the smart

home; some of them are summarized in Table 4. However,

the increased number of things and devices connected to

the Internet expose the homes’ residents to security risks as

the information becomes controlled and accessible remo-

tely in new ways. For example, an attacker may eavesdrop

on the communication of sensors and other devices and

detect the user activities. Also, a malicious user can control

the devices at home remotely and use them to hack the

smart home system [54].

To stop these kinds of threats it is necessary to secure

the data and to check the authenticity of each user and

integrity of all the data that are sent and received [55].

Security plays a critical role in smart home management

which needs to be solved due to the increased number of

users and the number of their requests that should be

handled and managed [56]. To overcome the security

threats challenges [48], there is a need for solutions that

should be applied at smart home as they can provide

security features to the homes’ residents as well as the

smart devices.

There have been several studies and solutions done to

achieve security in smart homes. Kumar et al. in [57]

proposed an Anonymous Secure Framework (ASF) using

lightweight operations for different connected smart devi-

ces that are communicated to the home gateway. It

Table 2 Critical review context-aware middleware challenge

Feature/

scheme

Architectural

style

Service

management

Context

discovery

Context

aggregation

Security Reusability Context

dissemination

Scalability

Ref. [32] Distributed 4 4 4 4 X 4 4

Ref. [33] Centralized 4 4 4 X 4 X X

Ref. [34] Layered 4 4 4 X 4 4 X

Fig. 3 Average annual change

in energy consumption of

residential sector [42]
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provides efficient authentication, device anonymity, and

integrity among communicated devices by utilizing hash-

ing and symmetric cryptosystems. In [58] researchers

proposed an intrusion detection and mitigation framework

(IoT-IDM) for IoT devices in the smart home. The

framework monitors the devices’ activities in the network

to check whether there is any malicious activity and once

an intrusion is detected, the intruder is blocked from

accessing the victim device. Researchers in [59] proposed a

security framework for smart home devices in which it

provides security services for smart home by ensuring

authentication of devices, availability, and integrity of data.

It prevents the security threats such as information leakage,

malicious code or data modification by using access control

and self-signing techniques to provide defense against the

threats.

The literature reviews about improving the security in

smart homes showed that developing frameworks for

effective security mechanisms at smart home is a challenge

due to the increased number of the new technologies so this

increases the number of crimes and the accidents that

occur. Therefore, to prevent such these incidents the

solutions help in developing security smart home systems

that try to prohibit them and provide safe and secure tools

and mechanisms to the residents at home. Table 5 shows

critical review of the solutions to achieve context-aware

middleware.

2.5 Privacy-aware

Nowadays different types of data are collected and can be

accessible and available without taking control on those

Table 3 Critical review for energy-aware consumption challenge

Feature/

scheme

User

interface

Collaboration in

energy saving

Remote control of

switching devices

Devices operate on

schedules

Availability of

renewable resources

Management

settings

Security

Ref. [43] 4 4 X X X 4 X

Ref. [44] 4 4 4 X X X X

Ref. [45] 4 4 X 4 4 4 X

Ref. [46] X 4 X 4 4 X X

Table 4 Smart home security threats summary

Threats Possible impacts

Eavesdropping An attacker eavesdrops the home user traffic illegally such as emails between the internal network of the smart home

and the third parties without changing the legitimate communication parties with a goal of violating the

communication’s confidentiality

Traffic analysis An attacker observes the traffic pattern between the third party and the owner of the smart home

Denial of service (DoS) An attacker blocks an authorized user from accessing services or limiting it by making the internal network of the

smart home flooded with messages to overload its resources with traffic

Node compromise An attacker captures and reprograms a legitimate node in the network in order to disrupt the network communication

Sinkhole and wormhole

attacks

A malicious node attracts network packets towards it by spreading false routing information to its neighbors in order

to make selective forwarding of packets which, in turn, reshape the network’s routing behavior

Physical attack An attacker gains the physical access to sensors which can perform many other attacks such as removing sensors

from the network or stealing nodes

Masquerade attack An attacker pretends a false identity to gain some unauthorized privileges

Replay attack An attacker gets messages that are sent previously between two parties re-sends them again pretending that it is from

an authorized entity

Message modification

attack

An attacker alters the content of the message being sent by reordering it or delaying it to produce an illegal effect

Interception attack An attacker intercepts the data packets sent to the remote user

Season-stealing attack An attacker waits patiently for authenticated user or node to authenticate itself and then attacker fraudulently takes

over the session by impersonating the identity of the genuine user or node

Malicious code Malicious Codes are software threats that cause negative effects on the Smart Home internal network by exploiting

its vulnerabilities
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who will receive and process the data [60]. Generally, in

IoTs, the smart home environment is sensed by sensors and

connected devices in which they can transmit the gathered

information to the server that communicates with the

applications using fixed or mobile communication channels

[61]. For example, recent technologies such as wearable

devices like Apple iWatch, Apple Health Kit, Google

Glass, Apple Home Kit and Google Fit are able to gather

user’s sensitive information ranging from financial status

and health conditions by observing daily activities of them

[62]. Moreover, people are generating the huge increased

amount of data without being fully aware of their actions or

effects and hence when all these data are gathered; either it

is processed by third parties or another service provider.

However, the collected data by sensors devices may

consist of sensitive personal information depending on the

data source and the application type [62]. Therefore, the

privacy of the users and protection of their sensitive data

have been considered to be the most important sensitive

challenge as it may have an impact on users legally and

ethically [63]. The private information of the users should

be protected in the sensors and devices, during the com-

munication and at processing which can be a facility to

disclose the sensitive information [61]; then an adversary

can spy and suppose some information about the users at

home and use this information for intrusion [64]. Hence to

ensure the privacy of sensitive information of users, there is

a need for solutions that should be applied at smart home as

they can provide efficient privacy mechanisms to the

homes’ residents to avoid privacy violations of the users

[62].

There have been several studies and solutions suggested

achieving privacy-aware in smart homes. Chakravorty

et al. in [65] proposed a framework to ensure privacy in the

smart home for different stages of data lifecycle which are

data collection, data transformation, data storage, data

processing and data sharing. The data collector module

uses SSH transfer protocol to ensure high and secure

transfer of data and the data receiver module receives the

transferred collected data from data collector and performs

some algorithmic functions to transform into two separated

datasets to achieve and ensure isolation between the sen-

sitive and non-sensitive data which are stored separately

and result provider module controls and authorizes the

access of end users to the data processing results and

determines the privacy level of any shared data result at

smart home. Deva et al. in [66] proposed a privacy-aware

context-sensitive framework for mobile devices that

enables users to define privacy preferences individually for

different contexts. It aims to allow the user to have com-

plete control over their sensitive information of their

location to determine if the user’s location is shareable with

others or not anywhere anytime. The researchers in [67]

proposed a framework that allows a robot that is equipped

with cameras for monitoring smart home in which it can

detect sensitive private moments such as nakedness during

a bath and avoid mentoring the person by turning away and

informs the person about its intention of not monitoring.

Alpár et al. in [68] proposed an Attribute based authenti-

cation technique in which when the smart devices or sen-

sors communicate, they can authenticate each other so the

amount of data collected become limited.

The literature reviews about improving the privacy

awareness of users in smart homes showed that developing

frameworks for effective privacy mechanisms at smart

home is a challenge due to the huge amount of personal

data that is collected by smart devices at home which will

be susceptible to privacy threats, leakage, and disclosure.

Hence, it will be possible in IoT to develop some appli-

cations to improve the privacy in the smart home; for

example, an application that may send an Short Messaging

Service (SMS) message to the users immediately whenever

their personal things are being changed without the user’s

permission [69]. Therefore, these solutions may help in

developing privacy mechanisms that ensure the type and

level of data collected from smart devices must be clearly

defined. When the data collected will be shared within IoT,

there should be privacy policies of the shared information

and hence make the users feel comfortable when partici-

pating their information in IoT [70]. Table 6 shows critical

review of the solutions to achieve context-aware

middleware.

Table 5 Critical review for security challenge

Feature/

scheme

Detect

threat

Authentication Integrity Encryption

techniques

Unauthorized access

support

Prevent

attack

Monitoring

Ref. [57] X 4 \4 4 4 4 X

Ref. [58] 4 X X X X 4 4

Ref. [59] 4 4 4 X 4 4 4

Wireless Networks

123



3 Discussion

This section mainly based on the finding of intensive lit-

erature review and data analysis done with different tables.

The literature review that has presented insight into the

researches and studies that have been conducted and made

it possible to identify the IoT smart home challenges. There

are a lot of solutions for the challenges that are grown in

the IoT smart home. From the critical reviews for each

challenge in the previous section, we can have a compar-

ison study for each challenge discussed. The solutions for

challenges have several common features such as (1)

Interoperability solution can be flexible, adding devices/

installation, user interface support, Device discovery, web

services support, security mechanism, devices/systems

configuration and remote access control; (2) Context-

Aware Middleware solution can support architectural style,

service management, context acquisition/discovery, con-

text reasoning, context abstraction, context aggregation,

security and privacy, reusability, context dissemination,

quality of context assessment, scalability and fault toler-

ance; (3) Energy-Aware Consumption solutions can sup-

port monitoring through user interface, user collaboration

in energy saving, remote control of switching devices,

operating devices on schedules, availability of renewable

resources, performance optimization, smart appliances’

settings management, security and privacy and control

different types of energy wastes; (4) Security solutions can

support threat detection, authentication, integrity, encryp-

tion techniques, unauthorized access support, machine

learning, prevent attack and monitoring; and (5) Privacy-

Aware solutions can support user interface, user interac-

tion, user authorization, personal information management

and access management.

Table 1 shows that the adding and installation of devices

can be done through service stub using dynamic manipu-

lation of rules and data in the database in [22] and can be

done dynamically by the end users on demands through

scanning the barcode of devices in [23]. Devices can be

discovered through service stub that contains software

dependencies using dynamic manipulation of rules and

data in the database in [22] and in [23] devices can be

discovered either manually, automatically or semi-auto-

matic. Devices and systems configuration is done auto-

matically through the default web service communication

driver tool in [22], dynamically by the end users through

downloading the drivers from the cloud in [23] and

dynamically by end users through smartphones based on

specifications that send a request to the server in [24].

Table 2 shows that [32] supports distributed architec-

tural style, [33] supports centralized architectural style and

[34] supports layered architectural style. The only frame-

work that supports security and privacy in [32] in which

each a local access control is involved in each context

manager that analyzes the contexts against the privacy

settings of the user. The only framework in [32] provides

context dissemination and scalability through utilizing

publish-subscription paradigm for intra-domain context

dissemination and query approach for global context dis-

semination and through context entry engine that will do

further queries from the registered domains of the user in

which the context are stored in several domains

respectively.

Table 3 shows that remote control of switching devices

feature is supported only in [44] in which user can access to

turn off unnecessary home appliances or turned off auto-

matically by the system. Both frameworks in [45] and [46]

support operating devices on schedules feature through

appliances scheduling module and by smart management

control system that controls the operating time of the

electronic appliances, respectively. Moreover, both

frameworks in [45, 46] provide availability of renewable

resources feature through the use of Photovoltaic (PV) that

can recharge the battery management system and through

the smart energy control system that integrates sunlight

with a light source to tune the illumination level in a room,

respectively. Smart appliances’ settings management is

supported only in [43] in which the appliance’s power

consumption in EPC is classified into Explicit power

consumption and implicit power consumption and in [45]

through context-aware services that allow the user to do

customized settings and offer energy usage modes on

appliances. None of the frameworks support security and

privacy feature.

Table 6 Critical review for privacy-aware challenge

Feature/scheme User interaction User authorization Personal information management Access management

Ref. [65] X 4 4 4

Ref. [66] 4 X 4 4

Ref. [67] 4 X 4 X

Ref. [68] 4 4 4 4
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Table 5 shows integrity feature is supported in [57] in

which Message integrity is realized by one-way hash

functions and in [59] in which the framework checks

overall codes of a module through self-signing. Before the

insertion into a device, verification is performed in refer-

ence to a hash list. Encryption Techniques is provided only

in [57] in which the proposed framework is based on the

hash function, encryption and decryption and XOR oper-

ation. The only framework that uses machine learning in

[58] in which it builds predictive models for detecting

malicious traffic by deploying signature-based, anomaly-

based or stateful protocol analysis methodologies either

separately or integrated to provide efficient and accurate

detection.

Table 6 shows that the frameworks support user inter-

action in which in [66] users can individually define dif-

ferent privacy preferences for different contexts. It is

intended to give the user full control over her/his sensitive

location information to allow the user to determine when-

ever and wherever the user’s location is allowed to be

shared, in [67] robot detect user’s movement and naked-

ness and in [68] where some services using smart devices

may require users to get a subscription before consuming

the service. Therefore, a form of authentication is neces-

sary for the service to check if the devices belong to a valid

user while it is not supported in [65].

Conclusively, by comparing all the selected solutions,

there are several techniques that are used for improving the

abundant challenges that are raised in the IoT smart home.

Such as implementing SOAP web services to enable

interoperability among heterogeneous devices, providing

context-aware middleware to share contextual information

between device and sensors, supporting smartphone mobile

application to allow the users to explore their energy

consumption and suggest them with mechanisms to pre-

serve the energy, allows the users to control and manage

their smart home and devices through their smartphone or

other devices that are developed with security practices that

deploy authentication and authorization with access control

techniques and let them achieve the privacy over their

sensitive information in which give them control over the

type of data they are sharing. Moreover, there are a lot of

open issues in which still need to be studied and addressed

such as reliability and efficiency of the sensor systems and

the processing algorithms, lack of standardization of smart

home, cost-effectiveness, legal issues, reimbursement and

user experience or acceptance of the services and func-

tionality provided by the smart home [71].

4 Conclusion

The smart home is one of the main research areas in IoT. It

widens its benefits and services to the community as well

as an environment that is why it is grabbing the great

attention of the users and researchers. The context-aware

approach is the key to develop an effective IoT-based smart

home. It allows storing and using context information

linked to the sensory data, which helps by providing rele-

vant and smarter services\data depending on the users’

requested tasks. This review paper presents (1) a set of

frameworks and research projects proposed for the abun-

dant challenges that are raised in the smart home envi-

ronment, (2) provides the readers with great understanding

of current research challenges linked with privacy, context-

aware and security of IoT, (3) suggested appropriate

solutions for them, (4) focused on possible set of open

issues need to be addressed. This research review will help

researchers to understand and develop effective smart

homes solutions by providing most related information at

one place.
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