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Abstract

Wireless Sensor Networks (WSNs) differ from conventional network in deployment, application and working

mechanism. Sensor networks are always resource constraint and small in size, computation and memory storage. In

WSN, sensor nodes are normally distributed openly in harsh environment and have open access for inside and

outside menaces which could adversely affect their proper functioning. These threats became the source for choking

of resources and loss of energy. This study focused on operational and architectural challenges for handling secure,

reliable routing in wireless sensor network and proposed new mechanisms to secure reliable energy efficient

routing protocol. The proposed methods were based on adding secondary route and secondary gateway to the

clustering network. The simulation results for the proposed methods showed that overall network energy efficiency

increased by approximately 25% and the possible security threats decreased by about 41% when compared to the

clustered network. The paper presented the motivation for the proposed approaches and details of the simulation

tests.
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Wireless sensor network is different in nature as compared to the conventional network, where WSN does not

support most of conventional network topologies. Its distribution is open in nature and normally has open access to

the threats as well. Sensor networks consists more number of nodes due to its size and limited capabilities of

memory, computation and energy. It is basically a resource constraint type of networks. It contains very low power

batteries without charging facilities. The sensor nodes are placed for a variety of applications to monitor the real-

world environment. They play key role in a wide variety of areas ranging from critical military surveillance

applications to forest fire monitoring, health and building security monitoring (Capkun and Hubaux, 2006; Estrin et

al., 1999; Wang et al., 2005; Zaman and Abdullah, 2010). Mechanisms to defend against attacks such as node capture,

physical tampering, eavesdropping, denial of service, etc., are a challenging task with sensor networks. While

unfortunately, traditional security mechanisms with high overhead are not feasible for resource constrained sensor

nodes. However, nodes cannot be assumed trustworthy due to the decentralized nature of the network and the

absence of any infrastructure. Many researchers tried to build a sensor trust model to solve the problems which are

beyond the capabilities of traditional cryptographic mechanisms (Yan et al., 2003; Ren et al., 2004; Zhang et al.,

2009; Sharma et al., 2010). As the sensor nodes, in most cases, are unattended and physically insecure, vulnerability

to physical attack is an important issue in WSNs. A number of prepositions exist in the literature for defense against

physical attack on sensor nodes (Sharma et al., 2010; Zaman et al., 2011). Wireless sensor networks

(http://www.scialert.net/asci/result.php?

searchin=Keywords&cat=&ascicat=ALL&Submit=Search&keyword=Wireless+sensor+networks) research identified

mainly the three key research areas as that of Dolev-Yao model "security and reliability", "routing and transport"

and "in-network processing" for developing secure and reliable WSNs as described by Westhoff et al. (2006) in Fig. 1.

SIMULATIONS

Tested topologies and scenarios: The proposed system was tested through different simulation tests. Network

Simulator 2 (NS-2) was used for simulation purpose. Initially, these simulation tests were conducted under two well-

known scenarios (Fig. 2). In the first scenario, the simulation tests were conducted through random distribution of

the network where data collection was done in tree structure (Fig. 2a). While cluster mechanism was used in the

second scenario. In the cluster mechanism scenario, the network was divided into sub-networks.

Fig. 1: Dolev-Yao wireless sensor network security model (Westho� et al., 2006)

Fig. 2(a-b): (a) Normal distribution and (b) Cluster based node formation

http://www.scialert.net/asci/result.php?searchin=Keywords&cat=&ascicat=ALL&Submit=Search&keyword=Wireless+sensor+networks
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Fig. 3(a-b): (a) Clustered network with secondary routs and (b) Clustered network with secondary routs and secondary gateway

After that each sub-network or cluster collected the data through one cluster head. Such data was then transferred

to the gateway or the sink (Fig. 2b).

This paper studied two approaches for allowing data flow, inside a clustered network, smoother as well as reducing

the chances of possible attacks. The first approach was based on adding secondary route to the clustered network.

In second approach, the paper proposed to add both the secondary route and secondary gateway to the clustered

network. The use of clustered network was based on the findings of earlier studies which reported it as one of the

most effective methods for data transferring inside a network (Cao et al., 2007; Loscri et al., 2005). Since the process

of data transfer was based on adding secondary route and secondary gateway to the clustered network, the two

approaches were named Clustered Network with Secondary Route (CNSR) and Clustered Network with Secondary

Route and Secondary Gateway (CNSRSG). The proposed approaches CNSR and CNSRSG are illustrated in Fig. 3a and

b, respectively. It should be emphasized that the added secondary route and secondary gateway have different

functionalities and are not for normal use.

Table 1: Simulation parameters

For example, the secondary route path became active to avoid congestion, in case any unusual event occurs at any

time and helped to avoid the possible chances of threats by smoothing the network. On the other hand, secondary

gateway becomes active in case the primary gateway was not responding due to loss of its energy after a certain

period of time or any other issue. In that case, the secondary gateway continues the data transfer process after a bit

delay and utilizes the energy of sensor nodes up to its last limit. Therefore, it is believed that the above proposed

two approaches could help to enhance the data transfer process inside the network as well as reduce the possible

number of security threat as compared to both the random distributed and clustered networks.

Simulation parameters: The Standard Simulation Parameters (SSP) are presented in Table 1.

RESULTS AND DISCUSSION

Since, the main objective of this study was to obtain an enhanced data transfer process inside a network with least

possible number of security threats. The simulation tests were initially conducted under two different scenarios i.e.

random distribution network and the clustering network. (1) The simulation tests provided a comparison between

these two scenarios and (2) The simulation tests were applied to check the reliability and security for the proposed

approaches (CNSR and CNSRSG) and then compared them to the clustering network. The network, in these sub

sections, was distributed over an area of 200x200 m.

Random distribution network versus clustered network: As stated earlier, in case of random distribution network,

the data was collected in tree structure. While for the cluster formation network, the data collection process was

changed and formatted as clusters and cluster heads.
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Fig. 4(a-b): Simulation results with both simple tree structure and cluster formation

The simulation results showed that a significant improvement is obtained when the network nodes were distributed

in the cluster formation (Fig. 4a, b). The results for the random distribution network are presented in Fig. 4a. On the

other hand, Data in Fig. 4b illustrates the results when the network distribution was formed in cluster based

mechanism. By comparing the results of security, reliability and energy efficiency for the random distribution

network (Fig. 4b) with the corresponding results for the clustering distribution network (Fig. 4a), it was evident that

better performance can be obtained with the latter. The study results are in agreement with the results of Cao et al.

(2007), Younis et al. (2002), Patel et al. (2011) and Loscri et al. (2005) who reported that the most appropriate and

effective approach to transfer data inside a network was obtained through the use of cluster network. Also, such

type of network considerably reduced the possible number of security threats.

Proposed clustered network with secondary route (CNSR): In this case, the data gathering and working

mechanism of sensor nodes was changed from normal routing path to additional secondary routing path (Fig. 3a).

As stated earlier, this secondary routing path becomes active to avoid congestion, in case any unusual events occur

during data transmission time and helps avoid the possible chances of threats by smoothing the network. Data in

Fig. 5a shows the results for the proposed CNSR. An important outcome of the simulation tests can be observed by

considering the results in Fig. 4b together with those in Fig. 5a.

Fig. 5(a-b): Simulation results using, (a) CNSR and (b) CNSRSG approaches

Based on these results, it is clear that the proposed CNSR outperformed the clustered network in all aspects i.e.

security, reliability and energy efficiency. The results, in Fig. 5a showed that there was approximately 20% increase

in overall energy efficiency and 30% decrease in possible security threats as compared to the results obtained by the

cluster network (Fig. 4b). Similar findings were reported by many researchers who proposed various security

schemes which optimized these networks with resource metrics only. A number of secure and efficient routing

protocols (http://www.scialert.net/asci/result.php?

searchin=Keywords&cat=&ascicat=ALL&Submit=Search&keyword=routing+protocols) (Estrin et al., 1999; Zaman and

Abdullah, 2011a, b) and secure data aggregation protocols were also proposed (Ye et al., 2004; Cao et al., 2007; Wood

and Stankovic, 2008; Chan et al., 2003; Zaman et al., 2011).

http://www.scialert.net/asci/result.php?searchin=Keywords&cat=&ascicat=ALL&Submit=Search&keyword=routing+protocols
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Proposed clustered network with secondary route and secondary gateway (CNSRSG): In this case, an additional

Sink ‘S’ or Gateway ‘G’ was added to the proposed method in the previous section (Fig. 3b). In other words, a

secondary gateway along with the secondary routing path were simultaneously added into the cluster network. This

secondary gateway continued the data transfer process even if the primary gateway is not responding due to loss of

its energy. The results of security, reliability and energy efficiency obtained by the proposed method (CNSRSG) are

presented in Fig. 5b. Some important outcomes of the simulation tests were observed by considering the

aforementioned results (Fig. 4a, b, 5a, b). From these results, it is clear that using CNSRSG showed considerable

improvement in the energy efficiency, data rate and in the possible security threats when compared to the other

proposed method (CNSR). There was approximately 5% increase in overall energy efficiency and 11% decrease in

possible security threats when CNSRSG was compared with the CNSR method.

Furthermore, a comparison of the results of security, reliability and energy efficiency for the cluster formation

network (Fig. 4b) with the proposed method CNSRSG (Fig. 5b), it was evident that better performance can be

obtained with the latter (CNSRSG method). Using CNSRSG resulted in approximately 25% increase in overall network

energy efficiency and 41% decrease in possible security threats when compared to the clustering distribution

network. This could be due to the individual capabilities provided by secondary route as well as secondary gateway;

where the secondary route path helps avoid congestion, in case any unusual event occurred during data

transmission time. It also reduced the possible chances of threats by smoothing the network. On the other hand,

secondary gateway was in-charge to continue the data transfer process in case the primary gateway is not

responding due to loss of its energy.

CONCLUSIONS

In general, the security, reliability and energy efficiency are the major concerns with Wireless Sensor Networks

(WSNs). The security, reliability and energy solutions currently available for conventional networks cannot be

applied with wireless sensor networks, because this type of network is resource constraint and small in size,

computation and memory storage. Sensor nodes are normally distributed openly in harsh environment and have

open access for inside and outside menaces, that can adversely affect their proper functioning. These threats are the

main causes for choking of resources and the loss of energy.

This study has proposed two approaches namely Clustered Network with Secondary Route (CNSR) and Clustered

Network with Secondary Route and Secondary Gateway (CNSRSG) to make the data flow, inside a WSN, smoother

and to reduce the chances of the possible attacks. The simulation test results showed that using either CNSR or

CNSRSG can significantly improve all aspects of security, reliability and energy efficiency of the Wireless Sensor

Networks (WSN). This was clearly observed when using the CNSRSG approach. As a result, an approximately 25%

increase in overall network energy efficiency and 41% decrease in possible security threats were obtained as

compared to the cluster distribution network. The possible for this could be related to the individual capabilities

provided by secondary route as well as secondary gateway; where the secondary route path helps avoid congestion,

in case any unusual event occurred during data transmission time. It also reduced the possible chances of the

threats by smoothing the network, while the secondary gateway continued the data transfer process in case the

primary gateway is not responding due to loss of its energy.
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