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a b s t r a c t
The scale of criminal networks (e.g. drug syndicates and terrorist networks) extends globally and poses
national security threat to many nations as they also tend to be technologically advance (e.g. Dark Web
and Silk Road cryptocurrency). Therefore, it is critical for law enforcement agencies to be equipped with
the latest tools in criminal network analysis (CNA) to obtain key hidden links (relationships) within criminal networks to preempt and disrupt criminal network structures and activities. Current hidden or missing link predictive models that are based on Social Network Analysis models rely on ML techniques to
improve the performance of the models in terms of predictive accuracy and computing power. Given
the improvement in the recent performance of Deep Reinforcement Learning (DRL) techniques which
could train ML models through self-generated dataset, DRL can be usefully applied to domains with relatively smaller dataset such as criminal networks. The objective of this study is to assess the comparative
performance of a CNA hidden link prediction model developed using DRL techniques against classical ML
models such as gradient boosting machine (GBM), random forest (RF) and support vector machine (SVM).
The experiment results exhibit an improvement in the performance of the DRL model of about 7.4% over
the next best performing classical RF model trained within 1500 iterations. The performance of these link
prediction models can be scaled up with the parallel processing capabilities of graphical processing units
(GPUs), to significantly improve the speed of training the model and the prediction of hidden links.
Ó 2019 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University. This is an
open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction
Research and study in the field of social science in relation to
graph theory and network analysis (Cheliotis, 2014) pioneered
the development Social Network Analysis (SNA) methodologies.
Graph theory provides the conceptual constructs, methods and
techniques for the analysis of graphs. SNA methodologies combine
graph theory with the application of analytical techniques and visualization tools developed specifically for the analysis of social and
other network (McAndrew et al., 1999). The methodologies and
techniques in Criminal Network Analysis (CNA) are mainly adopted
and adapted from the analytical models and metrics of SNA
(Jennifer and Chen, 2005). In several commercial social networks
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e.g. Facebook, recommender system which introduces potential
friends, is based on SNA link prediction technique (Mattia, 2017).
Deep Reinforcement Learning (DRL) refers to the ML technique
of incorporating deep neural networks (DNNs) into the framework
of reinforcement learning (RL) with the objective of achieving general artificial intelligence capable of self-learning (Silver et al.,
2018). DNN or deep learning (DL) is one of the fields of ML methods
based on representation learning of structural patterns from a
large dataset in contrast to predefined task algorithms. Representation learning can be in the form of supervised, semi-supervised or
unsupervised learning (Bahdanau et al., 2016; Zeiler and Fergus,
2014; Yao et al., 2013).
In recent years, DNNs were introduced into RL and have
achieved considerable success in value function approximation.
The first deep Q-network (DQN) algorithm, which successfully
combines a powerful nonlinear function approximation technique
(i.e., DNN) together with the Q-learning algorithm was proposed
by Mnih et al. (Mnih, 2015).
RL is a technique in ML where programs, known as agents,
interact with familiar or new environment in which it will continuously adapt and learn based on points awarded upon completion

https://doi.org/10.1016/j.jksuci.2019.07.010
1319-1578/Ó 2019 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University.
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

Please cite this article as: M. Lim, A. Abdullah and N. Jhanjhi, Performance optimization of criminal network hidden link prediction model with deep reinforcement learning, Journal of King Saud University – Computer and Information Sciences, https://doi.org/10.1016/j.jksuci.2019.07.010

2

M. Lim et al. / Journal of King Saud University – Computer and Information Sciences xxx (xxxx) xxx

of a task. The points awarded are labeled as rewards if positive or
labeled as punishments if negative (Mnih, 2015). This approach is
different from the usual supervised learning approach of ML as it
does not rely on the use of training datasets (Li et al., 2018).
Currently, DRL algorithm techniques are classified into two
groups. The first group consists of policy gradient methods, which
are trained on on-policy samples. Asynchronous Advantage ActorCritic (Mnih, 2016) is one of the methods trained on a centralized
neural network in parallel with only one CPU. The second group
consists of Q-value learning methods which involve off-policy
training. An example is DQN (Mnih, 2016), which is trained by
the use of GPUs. Computers nowadays utilize CPUs with multiple
cores and GPUs on a single motherboard. In DRL the neural network is involved in both learning and data collection to execute
the current policy of the agent. Given the parallel computing power
of GPU and the fact that neural networks are inherently parallel
algorithms (Yao et al., 2013), GPU will be used for the hardware
acceleration of all neural network computations
1.1. Problem definition
Supervised ML models usually requires large dataset to train to
achieve an optimum level of predictive performance. The significance of using a large dataset on the predictive performance in link
prediction model has been demonstrated by Hasan et al. (Hasan
et al., 2011) using a supervised learning technique, Gradient Boosting Machine (GBM). The primary objective of this study is to
develop a CNA link prediction and reconstruction model which
can be trained on a comparatively smaller dataset using DRL technique that leverage on the parallel computing of GPU to enhance
the model’s performance. The performance of the CNA link prediction model is dependent on both the efficiency of the DRL algorithms developed for the model and the parallel processing
performance of the GPU.
1.2. Structure of paper
The organisation of the paper is structured as follows. In Section 2, the related in the field of criminal network, DRL and parallel
processing using multi-core CPU and GPU are reviewed. The models developed for the purpose of exhibiting the comparative performance are described in Section 3. In Section 4, the experimentation
set-up, characteristic of the dataset and experimentation results
are explained. The conclusion and future work are discussed finally
in Section 5.

Bellemare (2017) investigated the optimization of DRL algorithms using modern computing hardware specifications combining CPUs and GPUs, specifically NVIDIA DGX-1. They adopted
both policy gradient and Q-learning algorithms in ML models
leveraging on parallel, synchronous and asynchronous computing
techniques.
Anthony et al. (1705) investigated the performance of RL algorithms in reference to the seminal research work of Silver (2017)
and proposed a modification of the DRL technique used by D. Silver
et al. by incorporating Imitation Learning methods into RL algorithms to enhance the performance of DRL in the context of the
game of Hex.
Ben-Nun and Hoefler (1802) presented trends in DNN architectures and their impact on parallelization strategies. They reviewed
and modeled various types of concurrencies in DNNs, including the
single operator, parallelism in network inference and training and
distributed DL. They also discussed non-synchronous stochastic
optimization, distributed system architectures and neural architecture search. Moreover, they extended their research trajectory to
the potential of parallel processing in DL and determined that
accelerating the training of DNN is a major challenge. They evaluated various techniques ranging from distributed algorithms to
low-level circuit designs.
Ben-Nun and Hoefler (1802) also noted that ML processes are
often computing-power intensive and similar in nature to conventional high-performance computing (HPC) applications. Therefore,
numerous data-intensive learning tasks perform well on systems
accelerated with the fitting of GPUs or field-programmable gate
arrays (FPGA). These processors have been deployed in the HPC
applications for decades and their architecture is now configured
to utilize the high parallel processing design of HPC dataintensive tasks.
The authors of the current paper reviewed 240 papers on hardware configuration for DNN and produced a summary (Fig. 1) listing the machine architectures that were used in this study and that
have exhibited a distinct trend toward the use of GPUs since 2013.
Programming of the acceleration the DNN using the GPUs is usually done with specific languages such as CUDA (for NVIDIA
GPU), Open Computing Language (OpenCL; for INTEL GPU) or hardware design languages (for FPGAs).
Efforts to parallelize and accelerate deep RL algorithms have
been underway for many years.
Nair et al. (1507) parallelized DQN by using distributed computing and achieved significant, albeit, suboptimal increase in speed
by using hundreds of computing units in processing sampling
and learning tasks, with central servers to process the calibration
of parameters. However, this approach exhibited deterioration in

2. Related work
Hasan et al. (2011), investigated link prediction in a criminal
network via the application of models and metrics of SNA based
on techniques of ML. They examined the ML techniques using
the supervised learning method based on GBM to enhance the performance of hidden link prediction in a huge dataset. The experiments provided quantifiable evidence of the relevance and
performance of the mathematical and machine-language models
in the conduct of SNA and hidden link prediction based on an
actual domain-related dataset.
Hasan et al. (2011) concluded that the significantly large size of
the criminal network sample dataset they had used and analysed,
compared with other surveyed studies, provided analytical metrics
that were more accurate in profiling the real characteristics of
criminal networks. The authors proposed that further research
could be conducted by applying logistic regression, random forest,
SVM and neural networks to obtain various comparative results.

Fig. 1. Hardware Architecture (Yao et al., 2013).
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performance compared with single-threaded DQN as the complexity of samples increased.
In more current developments, Horgan et al. (2018) determined
that a distributed and prioritized replay buffer could enhance the
speed of learning using multiple CPU cores for simulation with
one GPU for training.
From the research work which were reviewed, there are few
evidence that the incorporation of GPU parallel processing and
DRL have been incorporated in the field of link prediction in the
domain of criminal network. This paper is expected to fulfilled
the gaps via the investigation of criminal network link prediction
by leveraging on DRL with GPU parallel processing.
3. Models
The DRL technique involves the incorporation of the ML techniques of DL (multilayered neural network) and RL. (Zhang and
Si, 1706). Therefore, the performance of DRL in CNA link prediction
is dependent on a few factors and is evaluated based on the formulation of the SNA metrics (Table 1) and DRL techniques.
Table 1
Link prediction metrics (Hasan et al., 2011).
Metrics

Definition

Common neighbour
Jaccard Index

Sxy ¼ j/ðxÞ \ /ðyÞj

Hub Index

Sxy ¼ j/ðxÞ\/ðyÞj
minðkx; ky Þ

Preferential Attachment index
Adamic-Adar Index

Sxy ¼ kx x ky
P
1
Sxy ¼ z2/ðxÞ\/ðyÞ logk
z
P1 t ðtÞ
Sxy ¼ t¼1 b :nxy

Katz

j/ðxÞ\/ðyÞj
Sxy ¼ j/ðxÞ[/ðyÞj
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The prediction of the probability of the presence or absence of
hidden links between nodes within the criminal network is formulated with a supervised learning technique as a binary classification problem. The development of the CNA link predictive model
in this study involved the mapping of a criminal network structure
into a matrix of features for each pair of nodes derived from the
metrics of the SNA models.
The SNA metrics used in the construction of the feature matrix
is depicted in Table 1. u(i) denotes the nodes within a network that
are neighbors of node i. ki denotes the degree in relation to i.
ðtÞ

nij denotes the number of walks of length t between nodes i and
j. brepresents the discounting factor on walks of longer length.
The metrics were selected to populate the feature matrix, which
consists of the common SNA metrics from neighborhood-based,
Katz-based and random-walk-based measures (Hasan et al.,
2011). Therefore, for every pair of nodes, an array of feature metrics was created as a data record. These data records were used
for training purposes in supervised ML as binary classifications of
positive–negative pairs of nodes. The pair of nodes where an edge
exists or does not exist is labeled accordingly as positive or
negative.
During the training phase, the link prediction algorithm will
generate a dataset where each data record with multiple features
represents a pair of nodes with or without a link between nodes
(Fig. 2). The multiple features consist of the SNA link prediction
metrics applicable to the pair of nodes. As a result of the construction of the training model from the data, the class label is indicative
of the existence or absence of a link between nodes. In the testing
phase, every sample pair of nodes used is converted into a record
with multiple features from which the binary classification of the
existence of an edge will be predicted by the model.

Notes:
[1] Criminal network dataset stored in graph database is mapped to a feature matrix for each pair of node.
[2] The SNA feature matrix of the Common Neighbor, Jaccard, Adamic-Adar Metrics, serve as the input layer x[0], x[1], x[2] of the
Value Network.
[3] The SNA metrics of Hub Index and Preferenal Aachment index funcons as weights (w1[0],w1[1],w1[2] and
w2[0],w2[1],w2[2]) for the hidden layer 1 (h1[0], h1[1], h1[2]) and hidden layer 2 (h2[0], h2[1], h2[2]) respecvely of the Value
Network.
[4] The Depth First Search (DFS) Module perform the network path traversal iniated on the random node pairs (N0 , N1,) with the
highest probability of hidden links idenﬁed by the funcon approximator of the Value Network.
[5] The roll-out of the tree building will be based on the node pair with the highest probability (P0 , P1) of hidden link.
[6] The States , S0 to Sn denote networks reconstructed with the idenﬁed hidden links at the end of each simulated link predicon
roll-out. The States generated are evaluated against the inial training dataset (T0) to measure the degree of success in the link
predicon .
[7] Performance metrics is feedback to Value Network to calibrate the weights parameters.
Fig. 2. Proposed Criminal Network reconstruction model with GPU computing (Lim et al., 2019).
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DNNs will be utilized as a function approximator to take the initial corrupted network structure, S0, as input and the vector of the
probabilities of edges as output. These probabilities of edges are
derived according to the SNA metrics for each node and the probability of hidden links are estimated from the initial network structure, S0 (Fig. 2).
The neural network learns the probabilities of hidden edges and
value estimates based entirely on RL by self-simulation based on
SNA metric scoring. These values are used to guide the network
structure traversal. The proposed Criminal Network Reconstruction model (Fig. 2) uses a general-purpose depth-first search (i.e.
DFS in Fig. 2) tree search algorithm. Each search consists of a series
of simulated reconstruction of self-scoring edges that traverse a
tree from its roots to its leaves. Each simulation proceeds by selecting in each network structure, S, a hidden edge with high probability and high value according to the current neural network.
The search returns a vector representing the probability distribution over the edges. The parameters of the value network are
trained according to the dataset generated through selfsimulation by RL, which is initialized by random parameters. The
DFS function is based on SNA metrics with the highest probability
approximated during the implementation of the tree-search algorithm of the value network. The network structure simulations
are repeated in the algorithm to derive an estimate of the values
of the states. Then, tree search is expanded by further traversing
through the network with a higher probability of hidden edges.
The edge that has been explored with the highest probability is
then identified (Fig. 2).
In every simulation of the tree search, the probable hidden
edges between nodes based on the tree-search policy network will
be generated while traversing through the network path. Then, in
the rollout phase, when the simulation reaches the end of the network structure traversal based on the default policy, the obtained
result will be used to adjust the estimates of the value of each pair
of nodes derived during the first phase while traversing through
the network. Every traversal between nodes during the tree search
represents a possible state of the network structure. The root node

of the tree search represents the current state and each child node
represents an instance of the state from the current state as a result
of a single probable hidden edge. The probable hidden edge identified from state S1 to S2 represents the action taken to reach S2
from S1. The number of states N will be generated by selfsimulation until an acceptable area under the curve (AUC) score
is achieved.
In Fig. 3, GPU processing is invoked for the hidden layers in the
value network through the use of the Python Keras library and the
PyOpenCL library, which initiates processing in the GPU computing
units via the OpenCL layer of the Windows operating system.
OpenCL (Open Computing Language) is a vendor neural framework
for heterogeneous computation involving CPUs and GPUs. Also,
OpenCL is an open technology standard initiated by Apple Inc.
and is currently under the maintenance of the Khronos Compute
Working Group. OpenCL programs are able to invoke processes in
the GPU computing units through the use of kernel functions that
can be executed in parallel.
Value network processing is executed sequentially with the
intensive computation of SNA metrics and the parallelization of
the weights of node-pairs by invoking the processing threads
within each GPU computing unit. In the first sequence of the value
network computation (Fig. 3(a)), a command queue is created to
contain each kernel function invoked to process each node-pair
SNA metric together with the feature matrix data and weighted
according to the preferential attachment index in Hidden Layer 1.
Each kernel function is processed within each GPU computing unit,
which is assigned an identifier by PyOpenCL. In the next sequence
(Fig. 3(b)), a command queue is created to compute the weight of
Hidden Layer 2 according to the Hub Index for each output generated by Hidden Layer 1. The weighted SNA metric scoring is used to
approximate the node pairs with the highest probability of the hidden link being output y from Hidden Layer 2, which is subsequently used to initiate the tree-search process in the policy
network.
In the RL agent module, a simulated network structure is
constructed by selecting edges according to SNA metric scoring.

Fig. 3. Value Network learning in GPU parallel processing layer (Lim et al., 2019).
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At the end of each simulation run, the reconstructed network
structure is compared with the uncorrupted network structure
derived from the original dataset. Then, the hyperparameters of
the policy network are adjusted so that the error between the predicted missing edges and the actual edges is minimized. During
this process, the similarity between policy values and search probabilities will be maximized. Then, the parameters are specifically
adjusted by means of a gradient descent based on a loss function,
which is aggregated over the mean squared error and crossentropy losses accordingly. The parameters that have been
updated will be used in the next iteration of the reconstruction
of the edges through self-simulation (Fig. 2).
The value network (Fig. 2) is constructed with two hidden layers of the neural net by utilising the Preferential Attachment Index
and Hub Index to evaluate the probability distribution of the nodes
and edges, from which the tree-search function commences its
search.
The RL policy network (Fig. 2) will compute the scoring according to the link prediction metrics of the common neighbors. The
Jaccard Index and Adamic-Adar Index are used to simulate the link
prediction at each state of the network. The scores achieved by
each state of the network based on the RL policy network is then
applied to the training of the value network of the model by adjusting the parameters to enhance its performance.
Three link prediction model based on classical ML techniques
i.e. GBM, RF and SVM (Fig. 4), are constructed, and its training
and predictive performance of the DRL-CNA model. These models
are also designed to leverage on the parallel processing power of
GPUs.
The GBM is a supervised ML model that utilizes a decision tree
algorithm and improves (boosts) the learning performance by
gradually reducing the prediction error from the prior iteration of
the decision tree (Zhang and Si, 1706). The GBM learning rate
parameter will be calibrated based on the evaluation function upon
comparison of the state of the network tree search with the highest
probability and the test data.
The SVM is a ML classification model that identifies a hyperplane which categories the positive and negative node pair data
points that fall within the maximum margin (Do, 2008). The maximum margin will be further tuned by the evaluation function
based on the outcome of the predictive accuracy from the comparison against the test data.
The RF is a ML binary classification model based on ensemble of
tree search algorithms where each is constructed based on a feature of the SNA metrics (Jeon, 2015). The state generated from links
with the highest probability of existence based on the random
selection of features will be calibrated based on predictive accuracy evaluated against the test data.
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4. Experiment
In this study, the performance of the DRL-CNA link prediction
model constructed with the value network being processed on a
GPU (i.e. GPU-based model) is benchmarked against the performance of DRL-CNA link prediction model constructed to process
purely on a CPU with 4-cores (i.e. a CPU-based model). The performance of both the CPU-based and GPU-based hidden link prediction models are evaluated by the accuracy metrics AUC (area
under curve) and confusion matrix.
4.1. Experiment setup
The DRL link predictive model was trained and tested on a Windows 10 laptop with an Intel UHD 620 integrated into the popular
8th Generation (Kaby Lake GT2) Intel Core i7-8550U quad-core
CPU. The integrated GPU contained 24 computing units to access
the GPU parallel computing capabilities. The PyOpenCL library
was used to integrate with the Intel OpenCL API and Intel Graphics
Driver for Windows 10.
The Criminal Network dataset used was based on the UCINET
Cocaine Smuggling dataset, which contains a dichotomous adjacency matrix of drug users in Hartford (Borgatti et al., 2002). The
relatively small dataset used in this study was intended to exhibit
an acceptable predictive performance of the DRL model, can be
trained together with the self-simulated dataset generated by RL
technique based on the domain rules of SNA link prediction
metrics.
The cocaine smuggling dataset from UCINET (Borgatti et al.,
2002) contains four criminal networks groups, of which the two
largest network groups, JAKE and JUANES, have 62 and 51 nodes,
respectively. The AUC was used as the evaluation metric because
it is indifferent to class imbalance and is a commonly used technique for evaluating classifier performance. The JUANES network
dataset was sampled to perform a preliminary test on the link prediction models with the use GPU parallel computing.
The JUANES criminal network dataset was split into training
and test sets at a proportion of 75%:25%. The training set was used
to build the DRL link prediction model, whereas the test set was
used to evaluate the performance of the model.
Some of the nodes in the criminal network (e.g. Fig. 5) were
removed to simulate a corrupted criminal network dataset with
missing links (e.g. Fig. 6) for the subsequent testing of the trained
link predictive models. The corrupted criminal network dataset
was converted into a feature matrix and rebuilt by both the CPUbased and GPU-based CNA link prediction models (see Fig. 7).
The SNA link prediction metrics for the criminal network are
mapped into a feature matrix for the purpose of training the link

Fig. 4. Classical Link Prediction Model (Lim et al., 2019).
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Fig. 5. JUANES network graph.

Fig. 6. JUANES Simulated Corrupted Network graph.

prediction models. First, the criminal network dataset is structured
with a Python routine into a dictionary of lists comprising of nodes
and edges. The nodes representing the entities within the network
are tagged with a sequence code. Then, the dictionary of lists is
moved into a Python NumPy matrix using Networkx and stored
in an OrientDb graph database. The link prediction metrics identified in Table 1 are used to compute for the respective nodes and
edges to extract the relevant features from the criminal dataset.
Subsequently, the features are used to construct the link prediction
model. Finally, the features and values computed for each node are
tabulated, as depicted in Fig. 6.
The tabulated features and link prediction metrics of the nodes
are converted into the feature matrix, which is then used to build
the link predictive model.
4.2. Experiment results
Approximately 1500 iterations were performed on the corrupted network. The initial outcome of the reconstructed network
is depicted in Fig. 8. The edges of the nodes ABF, JLT, JBH, FDS, FARP
and EHJ were reconstructed with the DRL-CNA model developed
for criminal network link prediction and reconstruction. Some

nodes, such as RMP and OJMG were not fully reconstructed and
additional iterations of the model were performed to calibrate
the value and policy network further. However, this initial testing
of the CNA link prediction model indicated that the DRL technique
could be incorporated to train the model on a relatively small dataset. For the purpose of evaluating the performance of the GPUbased CNA link prediction model constructed with the DRL technique against that of the CPU-based CNA link prediction model,
the larger datasets of the JUANES and JAKE network group were
used.
Fig. 10 shows the AUC score of the JAKE network dataset of the 3
classical GPU-based link prediction models in relation to DRL-CNA
link prediction model. The AUC score from the DRL-CNA link prediction model compared against the RF model exhibited the smallest performance gap among the 3 classical models. This could be
due to reason that the RF link prediction model provide a closer
fit through the ensemble of tree searches.
Table 2 shows that the GPU-based DRL-CNA link prediction
model performed better than the three classical models for the
datasets of the two large criminal networks. The AUC experimental
results also indicate that the predictive accuracy of the DRL-CNA
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Fig. 7. Criminal Network Feature Matrix Mapping Process (Hasan et al., 2011).

Fig. 8. JUANES network graph reconstructed with DRL CNA link prediction model.

Fig. 9. AUC metrics of DRL, GBM, RF, SVM link prediction models for (a) JAKE network; (b) JUANES network; (c) MAMBO network.
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Fig. 10. ROC Curve for Jake Network (a) DRL compared to GBM model; (b) DRL compared to RF model; (c) DRL compared to SVM model.

5. Conclusion and future work

Table 2
AUC scores of link prediction model.*

*

Dataset

DRL

GBM

RF

SVM

Iterations

Jake
Juanes
Mambo

0.73
0.69
0.66

0.65
0.51
0.57

0.68
0.62
0.55

0.66
0.60
0.53

1500
1500
1500

True Positive (TP) Rate against the False Positive (FP) Rate.

Table 3
Process-time scores of link prediction model (hours).
Dataset

DRL

GBM

RF

SVM

Iterations

Jake
Juanes
Mambo

1.2‘
0.9
0.6

1.1
0.9
0.5

1.6
1.4
0.7

1.3
1.0
0.8

1500
1500
1500

model exhibited a significant improvement compared with the
classical models (Fig. 9) using the smallest dataset, MAMBO.
The classification performance results of the number of correct
and incorrect link predictions between nodes of the network were
also measured using the confusion matrix rate and plotted in a
Receiver Operating Characteristic (ROC) curve. The JAKE network
was sampled as it is the larger of the two criminal networks.
Hence, the plotting of the True Positive (TP) Rate against the False
Positive (FP) Rate in the ROC curve (Fig. 8) was based on the JAKE
network group.
The TP Rate (also known as the sensitivity rate) is the proportion of the actual missing links that were predicted as such by
the models. The FP Rate (also known as 1-Specificity rate) is the
proportion of the nonexisting links that were identified as such
by the models.
The ROC experimental results also confirm that the predictive
accuracy of the DRL-CNA model exhibited a more accurately
trained model than the classical models when the dataset is relatively small. Table 2 indicates AUC scores of the DRL-CNA model
exhibits better performance in the predictive accuracy of training
compared to the three classical ML models of a GPU in computing
the weights of node pairs using the preferential attachment index,
hub index and page rank in the DRL value network.
Among the three classical models (Fig. 9), the GBM-CNA model
generally exhibits a wider gap in predictive performance than the
DRL-CNA model, which could be due the small criminal network
dataset that affects negatively the training of the GBM model.
The training time scores in Table 3 indicate that the training of
DRL-CNA model took longer time (0.1 h more) than the GBM
model, which could be due to relatively small criminal network
dataset. A comparative smaller dataset could require the DRLCNA model to generate simulated network instances for training
purpose by identifying an adequate set of high probability edges
based on SNA metrics.

In this study, an experiment with the primary objective of
demonstrating that a DRL technique is capable of outperforming
a classical ML model in terms of the time required for training
the link prediction model was conducted. The AUC scores indicated
that the GPU-based DRL-CNA model was able to achieve better
scores than the three classical link prediction models. A DRL value
network was used to predict the splitting feature at each node and
was trained with RL to search for decision trees with better performance. The experiments indicated that leveraging the parallel processing power of GPU enables the optimization the performance of
a DRL-CNA link prediction model under the same hyperparameter
settings as the three other models. Future experiments could be
conducted to confirm if the use of an NVIDIA GPU would produce
further improvements. The DRL-CNA model could also be further
developed to enable link prediction to be made for time-series
dataset.
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