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ABSTRACT The resource-constrained nature and large-scale adoption of Internet of Things (IoT) have
a significant challenge for securing IoT applications. This necessitates a robust and lightweight security
architecture and schemes as the existing traditional Internet security architecture and protocols require
huge resources and lack of end-to-end security mechanism. In this research, a resource efficient end-to-end
security scheme has been proposed by offloading computations and storage of security parameters to fog
nodes in the vicinity. In addition, a symmetric-key payload encryption has been used to minimize the
overhead of message communication in the resource-contested IoT environment. The analysis shows that
the proposed scheme outperforms Transport Layer Security (TLS) in resource usage while it maintains
equivalent authenticated end-to-end communication between communicating IoT nodes. The proposed
end-to-end security scheme saves more communication bandwidth and incurs less overhead as compared
to existing TLS-based security schemes. In particular, the proposed system uses less number of handshakes
and achieves a decrease in the number of transmitted messages (approximately 184 bytes as compared to
compared TSL message size of 332 bytes) for every handshake. Further, it has been demonstrated through
experiments that the proposed security method incurs less overheads as compared to the TLS bandwidth
consumption considering a single connection session during message subscription.
INDEX TERMS Encryption, authentication, cybersecurity, end-end security, Internet of Things,
publish-subscribe systems.
I. INTRODUCTION

The Internet of Things (IoT) cannot adopt standard Internet
architecture and protocol standards mainly due to scalability
issues and the limited resources. A novel architecture and
lightweight security protocol has to be adopted to minimize
communication, computation and storage overheads in the
IoT network. One of the most promising architectures is the
publish-subscribe model [19], [20] in which clients exchange
messages through a broker. The broker hosts topics that can
be published and subscribed to by clients. Fig. 1 shows
a typical architecture of the publish-subscribe computing
model. Message Queue Telemetry Transport (MQTT) is a
The associate editor coordinating the review of this manuscript and
approving it for publication was Tie Qiu
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popular protocol of publish-subscribe applications that make
use of IoT devices. It is a lightweight protocol envisioned to
decouple the publisher and subscriber in machine-to-machine
communications. Despite the recommendations of the MQTT
standard, the protocol still lacks security considerations with
its current implementations. Thus, IoT applications significantly benefit from the publish-subscribe architecture and
protocols if security is taken into consideration.
Traditional security protocols, if implemented, require
expensive computation of asymmetric cryptography and
Public Key Infrastructure certificates before authentication
occurs in publish-subscribe IoT arenas [32]. For this reason,
there must be a lightweight authentication and encryption
scheme to protect topics and the associated data. Furthermore, traditional protocols such as Transport Layer Security
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FIGURE 1. Publish-subscribe system.

(TLS) cannot be applied as a mechanism of an end-to-end
security in decoupled systems. Even if the channel between
publisher and broker or broker and subscriber can be secured,
it is highly probable that the broker is left unsecured. This
means that it is essential that payloads are encrypted before
passing through a broker to guarantee end-to-end security.
To provide complete security, authentication must be provisioned with a secure key exchange. As much as possible, key
management and other cryptography computations should
be offloaded to a registration authority or nearby nodes in
the IoT environment. This inculcates that IoT devices cannot be effectively secured by traditional security protocols
due to its extensive resource requirements. Thus, lightweight
security schemes, specifically authenticated-encryption, that
minimize storage, processing and communication overheads
are essential to secure massive-scale deployment of the IoT.
The IoT is expected to enable large number of emerging
technologies, for instance smart health, smart grid, smart
city, smart agriculture, and the like. These scenarios require
a secure end-to-end communication whose design considerations should be subject to a communication bandwidth
bottleneck, computation resource, memory, and energy consumption. In this paper, an end-to-end security scheme is
proposed in a resource-constrained IoT environment using a
publish-subscribe communication system.
The main motivation of this paper is the resource
constraints, in terms of communication overhead, computational complexity, and impact on storage, while considering an end-to-end security scheme for IoT devices over
the publish-subscribe communication system. The staggering number of IoT nodes look for a secure communication channel. Existing research works on TLS/Datagram
TLS (DTLS) provide successful end-to-end authentication
thereby fulfilling confidentiality-and integrity-protected data
exchange between the end points. However, such schemes
are not good fit to resource-constrained IoT communications.
The proposed security scheme incurs less communication
overhead between the IoT end points, less memory, and less
computation resource while providing an equivalent security
solution compared to the TLS/DTLS security solutions.
Considering
IoT
environment,
the
end-to-end
communication channel should be secured to provide data
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availability, data integrity, and user confidentiality subject to minimization of resources such as memory storage,
communication overhead, and security computational complexity. To achieve this, we propose end-to-end security
scheme for IoT devices considering publish-subscribe communication paradigm. The main contributions of this paper
focuses on the end-to-end authentication scheme subject to
resource constraints. Our main contributions are summarised
as follows:
1) As compared to existing TLS-based security schemes,
the proposed system shows a performance analysis in
terms of:
a) saving communication bandwidth of lightweight
IoT nodes,
b) a decrease in the number of communication
handshakes, and
c) a decrease in the message sizes in each
handshake.
2) The proposed system enables less memory consumption for hardware-constrained IoT devices by offloading storage overheads to Fog brokers. For example,
in TLS IoT clients need a memory storage of 321 bytes
of credentials; however, only 80 bytes of memory is
required in our proposed scheme.
3) Our proposed end-to-end security scheme also reduces
the computational overheads, which is a key requirement for various IoT applications.
The remaining part of of this article is organised as follows.
In Section II, we discuss the IoT and its communication
protocol stack. The architecture of IoT considering different
scenarios is discussed in Section III. In the following section,
a number of applications of the IoT is discussed. Moreover,
Section V discusses vulnerabilities of the IoT over the different communication layers. Then, existing literature related to
security solutions for the IoT is presented in Section VI also
comparing the advantages of our proposed technique with
the current state-of-the-art researches. Further, the proposed
security model is covered in Section VII. Here, details of
the proposed security architecture, proposed algorithm of the
end-to-end security, and performance analysis of the proposed scheme will be presented. Finally, conclusion is given
in Section VIII.
II. THE IoT PROTOCOL STACK

As the Internet is the key platform for IoT devices to function,
the communication protocol stack in the IoT environment
should be compatible with the Internet Protocol (IP) stack.
IoT devices typically communicate using the IP protocol
stack, which requires extensive power, storage and computing
resources. Protocols such as Bluetooth, RFID, and NFC can
be used to conserve power though their communication range
is limited to personal area networks (PAN). The outreach
of these PANs, however, can be increased by modifying the
existing IP stack to enable lower power consumption. In line
with this, several energy conserving and low resource requirement protocols have been envisioned for IoT devices at all
layers of the Transmission Control Protocol (TCP)/IP stack
VOLUME 8, 2020
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FIGURE 3. Basic architecture of fog network.
FIGURE 2. Protocol stack of the IoT [22].

of the Internet [1]. The total list of the IoT protocol stack can
be seen in Fig. 2.
Low power and resource conserving network protocols
play a significant role in addressing and routing functions
of the IoT network [21]. One of the network layer protocols
adopted by the IP stack to lower power consumption is the
IPv6 over Low-Power Wireless PAN (6LoWPAN) standard,
which integrates IPv6 with low power PANs [2]. This enables
having a PAN as wide as a local area network (LAN)
with improved power efficiency. The 6LoWPAN standard
provides a large address space and defines a layer named
adaptation layer between link layer and the transport layer
to enable communication with the Internet. Routing protocol
for low-power and lossy networks over IPv6 (RPL) is another
low power network layer routing protocol based on distance
vectors. The objective of this protocol is to minimize routing
latency and memory requirements and save battery power.
Thus, the surge in the number of connected entities could not
have been imagined without lightweight network layer protocols.
Resource-efficient application protocols are also building
blocks of message exchange and data delivery in the IoT
environment. Application layer protocols such as Constrained
Application Protocol (CoAP), Extensible Messaging and
Presence Protocol (XMPP) and MQTT have been designed
for messaging purposes [22]. CoAP is an optimized version of
HTTP for resource management. For instance, it uses the EXI
data format for storage instead of HTML/XML for efficiency.
MQTT is a lightweight publish-subscribe protocol that uses
a broker to decouple subscribers and publishers. The brokers
handle subscription and authentication using topics. XMPP is
a communications protocol based on XML that supports multiple communication patterns, including asynchronous messaging, publish-subscribe and request/response. Therefore,
data communication requires optimized Internet application
protocols or newly emerging resource-saving protocols.
III. ARCHITECTURAL SUPPORT FOR THE IoT

In the IoT-to-cloud continuum, the architecture of IoT varies
from application to application. The basic architecture of
the IoT consists of three-tiers: things, fog, and cloud [3].
Tier-1 comprises smart objects capable of data capturing,
VOLUME 8, 2020

processing, and communication. This consists of IoT devices,
typically wireless sensors and actuators. The second tier is a
fog layer in which gateways and access points are the main
components that collaborate in sharing resources such as
storage and processing. In this level, intermediate operations
are performed before the data moves to the cloud. The final
tier is the cloud data centre which has huge storage and
processing capabilities [4]. [5], [6] also discusses similar layers, namely, the perception, network and application layers,
which correspond to the previous proposal by [3] as things,
fog and cloud layers, respectively. Fig 3 shows the typical
architecture of fog: interaction between IoT, fog nodes, and
the cloud. It follows that the fog network supports IoT devices
in the continuum of things-to-cloud.
Authors in [3] proposed a 4-tier IoT architecture: embedded systems and sensors, multi- service edge, core and the
cloud/data centre as the information and computing architecture to support IoT services. According to this view, smart
things consisting of sensors and actuators are located in the
lowest level of the hierarchy while Wi-Fi and cellular nodes
serve as distributed fog nodes. The architecture views the
cloud as the data store. From the big data processing point of
view, IoT architecture can be lined up with 4-level hierarchies
comprising grid sensors and devices, operational or nonoperational data, historical data and business data repository
[7]. Based on hardware/software components, [8] proposed a
3-tier view of IoT architecture: physical resources/abstraction
layer, fog orchestration layer, and IoT services. Despite its
different perspective, these classification schemes also aim at
supporting IoT devices.
As can be observed from the various classification, the three-level architectural model corresponding
to the network perspective is the most widely accepted
approach. It is aimed at deploying fog-level services for IoT
applications for a quick response time and scalability while
the cloud-level deals with intelligence and high-performance
computing. This architecture is ideal for data analysis, security controls and network monitoring for latency-sensitive
critical applications.
IV. APPLICATIONS OF THE IoT

The IoT has wide applications in today’s modern world,
particularly smart cities, smart homes, eHealth, and smart
grids.
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Smart cities benefit from IoT applications in the sectors of
smart transportation and smart water systems. For instance,
the CityOS project of Barcelona aimed at creating a single
virtualized OS for all the smart city applications and services
offered using IoT devices. Congestion [9] and accident [10]
management are the two most important such use cases of
applying IoT in the area of transportation in cities. On the
other hand, the efficient utilization of water can be ensured
by embedding sensors in water drains, tanks and supply lines
for leakage management [11]. This smart water management
can be integrated with weather and usage information as
demonstrated in cities such as Barcelona and Stockholm.
As a result, IoT applications can increase the efficient use of
utilities in smart cities.
Smart home [12] is another application area that can harness the monitoring and control potential of IoT devices for
utility and safety. Such connectivity using IoT devices has
become popular due to advances in sensor and actuation technologies, and the desire of users to enhance their quality of
life through technology. For this reason, IoT devices are used
in smart homes by automating routine tasks, and conserving
energy by automatically turning off lights in the absence of
activity. Video surveillance and motion detection are used
as a means of securing homes by recording and alerting
events taking place in the vicinity [13]. Therefore, the use
of IoT devices for home automation serves for the purpose of
monitoring and security, and resource efficiency.
IoT systems have also shown prominent importance in the
healthcare systems and wellness domains [33]. For instance,
wearable devices monitor a patient’s health condition, and
can report to doctors and parents. This is particularly important for falling detection due to chronic diseases and aging,
and reporting case of emergencies. It is extremely useful
to embed IoT devices into medical devices to continuously
monitor, record and regulate health conditions and transmit
status information such as warnings and suggestions. The
fitness of humans can be monitored using IoT devices based
on daily activities. For example, the number of steps taken
and the amount of exercises done can be measured by using
fitness trackers [14]. This suggests that IoT applications will
revolutionize health-care industries in monitoring and fitness
activities.
The generation, transmission, distribution and consumption
of electricity has recently moved online to enable the flow of
power between clients and suppliers. In this case, the emerging use of smart Grids helps save energy consumption in
smart homes by having a smart meter for monitoring energy
consumption, and provides dynamic pricing for customers.
Smart grids can also integrate IoT devices to monitor online
transmission lines for disaster prevention. Smart meters can
predict power usage by analyzing the consumption patterns
at regular and peak load times. This information is used by
clients to adjust their power consumption to reduce costs
[15]. Hence, the integration of IoT devices into smart grids
provides efficiency in terms of saving power and detecting
faults.
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V. VULNERABILITIES OF THE IoT

Traditional Internet attack threats and their variants continue
to be the major threats for the IoT [16]. The focus of Internet attacks is data manipulation whereas IoT attacks target
controlling actuation. With limited protection, the scale and
simplicity of attack targets are larger for IoT devices than
traditional Internet devices.
In network security, a vulnerability is a point of weakness
through which a threat actor, such as an attacker performs
unauthorized actions within a network. The origin of the
attacks could be external adversaries that intend to gain access
to the internal network or insiders that have the motive and
opportunity to misuse, attack or steal information. The impact
and treatment of IoT vulnerabilities is different from the
traditional Internet due to resource limitations.
The vulnerability of IoT devices can be at the network,
device, interface or infrastructure level [17]. In this section,
the vulnerabilities of IoT devices are discussed based on the
OWASP list [18].
An insecure web interface can expose web-interfaced
IoT devices to attackers in gaining unauthorised access to
the device. These vulnerabilities include enumeration of
accounts, weak and default parameters, credentials exposed
in network traffic, cross-site scripting (XSS), SQL injection,
session management and weak account lock settings.
Insecure network services is related to weaknesses in network services that enable to access the IoT applications,
and that has a potential flaw to allow an intruder to gain
unauthorised access to the device or associated data. Some of
the vulnerabilities include flawed services, buffer-overflow,
open-ports, exploitable UDP services, DoS, and DoS via
network device fuzzing.
Insufficient authentication/authorisation represents ineffective authentication mechanisms being in place for authenticating IoT devices or authorisation mechanisms that lead to
a higher level of privileged access than that allowed for users.
For instance, lack of a strong password, unprotected device
credentials, lack of multi-factor authentication, insecure credential such as password recovery, privilege escalation and
lack of role-based access control.
Lack of transport encryption deals with plain data
exchange with the IoT device that enables to intercept the
data or the device. These specific weaknesses include plaintext services via the Internet, plaintext services via LAN,
poorly implemented and configured Secure Sockets Layer
(SSL)/TLS.
Privacy concerns are related to a lack of proper protection
of personal or sensitive data during data collection. Insecure
cloud interface is the vulnerability of the cloud interface
at the point it meets/interacts with the IoT device. It can
be poor authentication mechanisms or unencrypted data in
transit, which can allow attackers access to the device or the
underlying data. It tends to be similar to an insecure web interface, and the specific vulnerabilities are account enumeration,
lack of account lockout and credentials exposed in network
traffic.
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Insecure mobile interface is similar to the insecure cloud
interface regarding specific vulnerabilities. It is caused by
lack of strong authentication or encryption which leads to
an unauthorized access to the device or underlying data of
an IoT device that is connected through vulnerable mobile
interfaces.
Insufficient security configurability occurs when a user
lacks the ability to alter security controls. For instance,
the lack of a strong password enforcement or the lack of
options for creating granular user permissions at the web
interface can lead to the compromise of an IoT device and
allow unauthorised access to the device or data. The particular
vulnerabilities of this category are lack of layed permission,
lack of strong password security, lack of monitoring and lack
of logging.
Insecure software/firmware to the lack of an update capability when vulnerabilities are discovered. It can also include
the insecurity of software/firmware updates when attackers
target the updated files, and the underlying network connection. It is also possible that software/firmware can be insecure
if sensitive data such as credentials are hard-coded into them.
The challenges in the inability of a software/firmware to be
updated leads to the state that the IoT devices remain vulnerable indefinitely to the security issue that the update is supposed to address. Further, if the devices contain hard-coded
sensitive credentials, and if these credentials are exposed,
then they remain so for an indefinite period of time. The
specific vulnerabilities of this issue include lack of encryption
when updates are retrieved, lack of an encrypted update file,
lack of an update verification before retrieval and sensitive
information contained in the firmware.
Poor physical security is a vulnerability which occurs when
an attacker can disassemble a device to easily access the
storage medium and any data stored on that medium. Weaknesses are also present when USB ports or other external ports
can be used to access the device using features intended for
configuration or maintenance.
VI. LITERATURE REVIEW

A security framework was proposed in [22] using passwordonly authentication and a key exchange scheme over the
MQTT protocol. The protocol enables the establishment of
session keys between a client and a broker. The obtained
session key is used to encrypt data using a secured symmetrickey encryption algorithm. The protocol simplifies the burden of message exchange when compared to TLS. However,
the scheme does not achieve end-to-end security and still
involves expensive exponent computations.
A lightweight attribute-based encryption (ABE) over
elliptic curves was used in [23]. This scheme achieved
end-to-end encryption and access control, enabling only subscribed clients to decrypt the publisher’s message. The data
exchange among clients is protected from adversaries and
the broker. Nevertheless, the broadcast nature of the protocol
and the complex multiplicative inverse functions significantly
increase the processing overhead.
VOLUME 8, 2020

The proposal in [24] discusses an end-to-end security
mechanism of the MQTT protocol using a certification
authority (CA). The authors used an RSA hybrid algorithm
for performance gain. RSA has been used to speed up encryption while ECDSA has been employed for the digital signature. Though end-to-end encryption has been achieved, its
overheads are not much less than that of TLS.
An authentication mechanism on RFID was proposed by
the work in [25] using asymmetric security. The study considered the optimised design of NTRU as the fastest and
most lightweight cryptographic mechanism because RFID is
an extremely low-powered and resource-limited technology.
The complex operations of cryptography are offloaded to a
server, and the device only has to deal with the lightweight
operations. The authors claim the system resists common
attacks such as replay and man-in-the-middle attacks. This is
an attractive approach to designing the security of constrained
devices, such as low-powered IoT devices.
The work in [26] analyzed AES encryption techniques
over the MQTT protocol. The research compared payload
encryption and link layer encryption for time and memory
efficiency. Furthermore, AES encryption modes with and
without an accompanying MAC were investigated. It was
found that link encryption is more efficient than end-to-end
encryption. However, it cannot provide application-layer
end-to-end encryption. The authentication scheme proposed
by the authors is resource intensive.
A secure group communication scheme was proposed
for publish-subscribe systems in [27]. Group-oriented key
management in the secure communication of events in the
publish- subscribe systems was also analyzed in [28]. This
scheme exponentially increases the keys in heterogeneous
and massive-scale IoT systems, hence it is a source of scalability bottleneck. It is also not as flexible as publish-subscribe
systems.
Reference [29] investigated the security challenges in a
content-based publish-subscribe system. Research work in
[30] also showed the possibility of achieving security requirements in publish-subscribe networks. As these studies focus
on the general Internet, their proposed methods are not
suitable for the resource-constrained IoT.
A lightweight mutual authentication and payload
encryption scheme was proposed in [31] for use over the
CoAP protocol using a four-way handshake mechanism.
It is a client-server model which enhances the security of
Datagram Transport Layer Security (DTLS) by integrating
security features into CoAP. The objective was to design an
authentication process that was as lightweight as possible
in the number of request/response message exchanges when
the session key is shared among interacting entities. The
study showed that the protocol significantly improved DTLS
in handshake duration, memory consumption and average
response time.
Our proposed security scheme achieves a robust
end-to-end security solution for the IoT nodes
interacting over the publish-subscribe model subject to
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TABLE 1. Comparison of our proposed system with previous works.

FIGURE 4. Security architecture for publish-subscribe system.
FIGURE 5. Interaction diagram of the system.

hardware-constraints. Generally, it is compelling that the
proposed security scheme is suitable for IoT applications
which seek for a secure end-to-end communications channel
under affordable computation-and hardware-resources.

TABLE 2. Notations used in the ECC-based publish-subscribe
authentication system.

VII. PUBLISH-SUBSCRIBE END-TO-END SECURITY
SCHEME

This section discusses Elliptic-curve cryptography (ECC)
based publish-subscribe authentication schemes for IoT fog
computing. We discuss security architecture, algorithms,
analysis, and evaluations.
A. ARCHITECTURE

The architecture consists of publisher IoT, subscriber IoT, and
the broker.
Publishers write data under a topic while subscribers read
data from the topic to which they subscribe. In the scheme,
the broker plays a paramount role in performing subscriptions, publications and information dissemination under a
specific topic. The broker also handles authentication while
the RA provides registration and secret key management
services for subscribers and publishers. Credentials such as
password, private key, and topics are provided by the RA at
registration time. IoT devices are authenticated using the credentials received at the registration phase at the broker. The
header of the MQTT packet is sent without encryption to provide packet routing information so that decryption is avoided
at each intermediate node. The overall logical architecture of
the proposed framework is depicted in Fig 4. An efficient and
secure distributed architecture is designed for IoT-fog computing over the MQTT protocol. Hence, the design is aimed
at decreasing processing, storage and message transmission
from IoT devices while providing end-to-end security.
B. ALGORITHMS

The system provides authentication and encryption for data
confidentiality and integrity in a resource-constrained environment. The encryption algorithm AES-CCM with 128-bits
60544

key is chosen based on the trade-offs in security, overhead
and performance. A smaller key size and a fewer number
of rounds contribute to lower overheads and greater performance in terms of the cost of security. However, increasing
the number of rounds does not necessary increase security
linearly whereas it decreases the speed of encryption by 40%
[34]. The breakable key size using the current technology is
80 bits for symmetric cryptography [35], which is sufficient
to adopt 128 bits for the encryption process. To provide
message integrity, CCM mode (CBC-MAC) is used for its
reduced message size and lack of padding.
This section discusses the algorithms of our system which
consists of three steps: initialisation, registration, secure subscription, and secure publication. The interaction diagram of
the the proposed security technique is shown in Fig 5. Table 2
lists notations used in the algorithms.
VOLUME 8, 2020
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FIGURE 6. Secured publication packet formats.

Procedure 1 Initialisation
Input: security parameter 1n
Output: public elliptic curve parameters pk
1) Two prime numbers p and q are generated in such a
way that q = (p−1)
2 , and|q| = n.
2) A base curve point α is generated such that cyclic
group G is the unique order q subgroup of Z ∗ q
3) Broadcast public parameters pk = (G,α,q)

The security procedures make use of MQTT packets such
as publish, subscribe, puback, suback, and pubrel. We adopt
these packets to extend the headers and payloads. Accordingly, the secured versions of the packets are renamed Spublish, Spuback, Spubrel, Ssubscribe and Ssuback. The first
VOLUME 8, 2020

three are used in publication while the last two are engaged in
subscription. The secure publication and subscription packet
formats are shown in Fig 6 and Fig 7, respectively.
C. SECURITY ANALYSIS

The main objective of the security framework is to provide a
robust security mechanism for message exchange among IoT
devices through a broker such as a fog node using the MQTT
protocol.
The threat model is composed of authentication (publisher
and subscriber), encryption and broker-mediated key
exchange processes. While it is assumed that the fog node
is semi-trusted, IoT devices should be given an appropriate
access control for their subscriptions. In this section, security
concepts and requirements are evaluated and proved, and the
capacity to resist prevalent cyber attacks are explained.
60545
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FIGURE 7. Secured subscription packet formats.

Procedure 2 Registration
Input: Identity of IoT device IDi and attributes A =
{a1 , a2 , a3 , . . . , an }
Output: IoT secret key ki , topici , token
1) Publisher/Subscriber presents identity IDi and
attributes A to RA..
2) Then, RA performs the following operations:
• chooses a master secret key k uniformly at random
from a field Z ∗ q for IoT IDi .
• chooses a random IoT secret key ki from a field Zp
• calculates broker side secret key as kb = k ⊕ ki for
IoT IDi .
• securely provides {ki , topici , token} to IoT. It stores
the credentials {IDi , ki , topici , token, kb } for IoT
IDi .

1) AUTHENTICATION

Man-in-middle and replay attacks are potential threats in
wireless connected IoT environment. It is highly probable
that interceptors or eavesdroppers can target message communications between the IoT and fog nodes, while these
entities can also impersonate either of the parties by replaying
communications used in the old session. A good scenario
is that the fog node could be hijacked and the subsequent
message communication with IoT devices is a potential
attack. The mutual authentication between the IoT devices
and the fog node is achieved through the established trust
60546

Procedure 3 Secure Subscription
Input: Identity of IoT device rj , IDj , topicj
Output: subscription
1) Subscriber presents (rj , IDj , H (IDj , topicj , rj )) to broker subscription.
2) Broker validates H (IDj , topicj , rj ) from the received
and stored parameters. Then, acknowledges by
(rj , rb , IDj , IDb , H (IDj , topicj , rb )).
3) Subscriber calculates H (IDj , topicj , rb ) locally, and
compares with the received digest. If it is valid,
subscription is successful.

by the combination of random numbers, hashed credentials
(IDi , topici ) and the broker side key kb supplied by the
RA. Random numbers are used in each session as a nonce.
A Man-in-the-middle attack is prevented using the MAC
functionality of the AES-CCM encryption.
Suppose adversary A intercepts SPublish = (ri , IDi , H (IDi ,
topici , ri ), (rα, ke + rki α), AESke (m)) message in the secure
publication phase. If it wants to replay to the broker, upon
receiving the message, the adversary has to produce message send (ri , IDi , H (IDi , topic∗i , ri ), AESenc (m∗ ), rα, ke +
rki∗ α) to submit to the broker. The broker computes
H (IDi , topic∗i ) 6= H (IDi , topici ), and fails to be authenticated as the strong hash function cannot be reversed. Thus,
the adversary cannot get the broker side key kb to continue
in the encryption key exchange. The encryption key cannot
VOLUME 8, 2020
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Procedure 4 Secure Publication
Input: Message m, secret key ki , encryption key ke
Output: client side ciphertext
1) Publisher
presents
SPublish
=
(ri , IDi , H (IDi , topici , ri ), (rα, ke + rki α), AESke (m))
to the broker.
2) Broker checks the existence of H (IDi , topici , ri ) in
the RA. If exists, it saves the sessions and:
• computes intermediate encryption for publisher:
rkb α + rki α + ke = rkα + ke
• computes intermediate encryption for subscriber:
rkα + ke − rkb α = rkj α + ke
• generates a session key si . Acknowledges
the publisher by replying PUBACK =
(ri , rb , IDi , IDb , AEStoken (H (IDi , topici , ri )||si )).
3) Publisher decrypts AEStoken (H (IDi , topici )||si )
using the existing token to get a session key
si . It then, validates the received credentials
H (IDi , topici , ri ), and replies with PUBREL =
(ri , rb , IDi , IDb , AESsi (H (IDi , topici , ri ))).
4) Broker
sends
SPublish
=
(rb , IDb , H (IDj , topicj , rb ), (rkj α + ke ), AESke (m)) to
subscribers with topici and IDi .
5) Subscriber decrypts key by computing rkj α+ke −rkj α
= ke . Then, it decrypts the cipher AESke (m) using the
key ke . It generates a session key sj , and acknowledges message reception by replying PUBACK
= (rj , rb , IDj , IDb , AEStoken (H (IDj , topicj , rb )||sj )) to
Broker.
6) Broker decrypts AEStoken (H (IDj , topicj , rb )||sj )using
the existing token to get a session key sj .
It then, validates the received credentials
H (IDj , topicj , rb ), and replies by PUBREL =
(rj , rb , IDj , IDb , AESsj (H (IDj , topicj , rb ))).

be obtained from ECC point (ke + rki α) due to the difficulty of breaking ECDLP. If it does not get an encryption
key, it cannot decrypt the message encrypted by the AES
algorithm. Similar procedures occur during the secure subscription phase. The combination of ECDLP, random number
and a strong hash function increases the security of the
system against the adversary. Hence, it is compelling that
the proposed algorithm protects against replay and man-inthe-middle attacks, as the two communicating parties are
identified.
2) CONFIDENTIALITY

The message is destined only to intended IoT devices. For
in- stance, a patient being monitored by an IoT device should
only disseminate the information on their heart condition via
the for node to only subscribed stakeholders. All communicating entities should be registered, authenticated and verified
before publishing or accessing any message. After authentication, the any message communication between the IoT and
VOLUME 8, 2020

TABLE 3. Message sizes of TLS.

TABLE 4. Message sizes of our scheme.

any fog node is encrypted, ensuring the confidentiality and
privacy of the participating entities. The attack on the broker
reveals no information about the clients as the credentials are
stored securely on the RA.
D. PERFORMANCE ANALYSIS

The main advantages of the proposed scheme compared to
the existing scheme is the reduction of handshake frequencies
and message sizes in each handshake. It is impossible to
achieve this by using TLS because of the number of handshakes required with larger message sizes. Since the TLS system has multiple variations of a handshake, the most widely
used TLS handshake version of the protocol (13 handshakes)
is considered for comparison. The variation in the size of
message in each handshake, it is reasonable to take average approximations for overhead computation. Accordingly,
Table 3 approximates the SSL/TLS message size in each
handshake connection.
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FIGURE 8. Overhead due to storage.

One of the important protocol evaluation is the extent to
which the protocol offloads communication overheads from
resource-constrained IoT devices. Table 3 shows the approximation of the average size of message in each handshake, and
hence, the overhead of establishing a new TLS connection
can be estimated from message sizes in each handshake,
record header (5 bytes each) and handshake header (4 bytes
each) messages. To established a new SSL/TLS connection,
it requires 4 record headers (20 bytes) and 7 handshake
headers (28 bytes). Hence, the overall overhead of a single
new TLS connection is approximately 4 × 5 + 7 × 4 + 170 +
32 + 75 + 4 × 1500 + 130 + 2 + 2 × 12 = 6481 bytes
to the maximum (having considered 4 certificates, which
are usually 1). However, if TLS is enabled with session
resumption, the overhead declines to 15 + 16 + 202 + 75 +
2 + 24 = 332 bytes. This applies for both publication and
subscription. On the other hand, as shown in Table 4, our
scheme incurs three handshakes namely, Spublish, Spuback
and Spubrel which would be 184 + 142 + 138 = 464 bytes
without session resumption. However, TLS consumes about
6.5k bytes to set up a connection. Similarly, the proposed
algorithm consumes 708 bytes of bandwidth for establishing
a connection during subscription; however, TLS takes a bandwidth of over 6481 bytes. While TLS consumes 332 bytes
of communication channel with session resumption enabled,
our scheme incurs 184 bytes for the same process, as shown
in the fig. 9. This means the system saves much communication bandwidth by reducing the number of handshakes compared to TLS. Thus, our system is more efficient than TLS
systems.
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TABLE 5. Performance comparisons between Our scheme and TLS with
session resumption.

The resource scarcity in IoT ecosystems also calls for
a solution that decreases the memory consumption of IoT
devices. In TLS, clients store at least 321 bytes of credentials
while the maximum storage space required in our protocol
is about 80 bytes, as shown in fig. 8. While TLS imposes
massive storage overheads, in the proposed algorithm, most
of the storage overheads are offloaded to the fog broker or
RA which are richer in resources than publisher/subscriber
IoT devices.
Reducing computational overheads is also another essential requirement in the IoT environment as the devices lack
processing capacity. For this reason, less expensive computations such as XOR, hash function and EC point additions have
been used. The resource efficiency (storage, computations
and communications) of the proposed scheme is manifested
from Table 5 as it is superior to SSL/TLS. Further, Fig. 8
and Fig. 9 illustrate results of storage efficiency and communication efficiency respectively of our proposed system and
previous TLS-based schemes.
In summary, a comparison of our scheme with similar
studies in the literature is summarized in Table 6.
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FIGURE 9. Overhead due to communication.
TABLE 6. Comparison of our scheme with the papers in the literature.

VIII. CONCLUSION

This article presented authenticated encryption mechanism
based on publish-subscribe protocol for resource-constrained
IoT environment. The proposed system uses a fog node as
an intermediate broker in providing lightweight solution by
offloading computations and storage for security parameters. In addition, while key exchange and authentication
were achieved by public key cryptography (ECC), a private key encryption mechanism (AES-CCM) was used to
minimize the overhead of message communication in the
resource-constrained IoT network. The analytical comparison shows that the proposed scheme outperforms TLS in
resource-usage and scalability while it maintains equivalent
authenticated end-to-end communication between communicating IoT nodes. In particular, in each resumed session,
the proposed system uses less number of handshakes, which
enabled to achieve a decrease in the size of transmitted
message (184 bytes) when it is compared TSL message size
of 332 bytes. The same trend holds for the message storage
incurred by the devices. This is an indication that ECC can be
combined with symmetric algorithms to provide a lightweight
VOLUME 8, 2020

security scheme for smart applications. In the future, implementing cryptographic elements on IoT platforms such as
Raspberry Pi and Arduino will be considered for practical IoT
security.
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