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Abstract

Over the years, the performance of devices used to gather sensitive medical information
about individuals has increased substantially. These include implanted devices in the body,
placed on or around the body, creating a Wireless body area network. Security and pri-
vacy have been a greater concern over a period of time due to the sensitive nature of the
data collected and transmitted by the network. It has been noticed that various techniques
have been applied to secure the data and provide privacy in WBANSs but with a tradeoff of
execution overhead. Although the latest available anonymous authentication schemes pro-
vide privacy and security but due to the limited computation capacity of WBAN devices,
these schemes show greater time cost for authentication and consume more processing
time. We review two latest anonymous authentication schemes for the WBAN environment
in terms of computation cost. These two schemes provide anonymous authentication and
use encryption to secure the data and ensure privacy. Then we analyze a recent lightweight
authentication scheme proposed for wearable devices which provides anonymity and pri-
vacy along with security with very low computation cost. This scheme uses hash functions
in order to obtain authentication and anonymity and doesn’t use encryption in the authen-
tication process. This scheme is not proposed for the WBAN environment, but it can be
applied on the WBAN environment with necessary variations. The comparison of these
available schemes shows clearly that the computation cost is considerably decreased by
applying the latest authentication scheme in the WBAN environment. We propose a new
authentication scheme for the WBAN environment based on the light-weight scheme pro-
posed for wearable devices. The detailed analysis shows that our proposed scheme mini-
mizes the computation cost and maintains the privacy and security along with anonymous
authentication.
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1 Introduction

The health facilities have increased and available to a vast community easily. The availabil-
ity of cure for various diseases that caused a threat to the life of thousands of people in the
past has increased the average age of people in developed countries around the world. This
factor also shows that aged people will be abundant in the near future requiring health care
facilities. Similarly, various diseases need continuous monitoring so that better treatment
could be provided. This will surely require more health care facilities and will also place a
burden on the existing available facilities. In order to cope with this situation, very small,
intelligent sensing devices capable of recording/collecting data and transmitting it to some
distant location can be placed in the near vicinity of the human body i.e. implanted in the
human body, placed on or around the human body. These tiny devices including sensors,
actuators, form a network called Wireless Body area network (WBAN). The concept of
Wireless Body area networks was initially introduced by Zimmerman [1], which consists
of many low energy consuming smart sensors, positioned in or around the patient body.
This network is capable of sensing real-time data concerning a person (Patient), forwarding
it to the concerned health care provider, and even provide medical assistance by injecting
the required quantity of medicine to the human body using actuators. This smart network
will surely decrease the burden over the health care facilities and help in the timely moni-
toring of patients. Also, the patients need not to visit the health care facility for the purpose
of checkup.

Due to the importance of the functionality of WBANSs, IEEE 802.15.6 [2] has been pro-
posed to standardize this new technology all over the world to provide secure and trustwor-
thy communication because of the criticality of the nature of data communicated over the
wireless channel. This standard ensures the applicability of devices to transmit safely to
human body implanted in, placed at or around the human body. These devices support data
rates from 75.9 kbps to 15.6 Mbps depending upon the nature of the application [3].

Figure 1 shows the model of WBAN for the process to setup the system for commu-
nication according to our proposed scheme. In this model, the client (C) is responsible to

Fig.1 Network model of WBAN '
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send the vital information of the patient/user of WBAN to the application provider. The
application provider (AP) is located at a distant location usually in a health facility. The
network manager (NM) is a trusted third party Server, which is used to authenticate Client
and Application provider for secure communication located over the web. The NM knows
both the client and AP and stores important information about both. The client can com-
municate with the application provider and Network Manager using the internet.

WBANSs have the ability to communicate with internet and communicate with a vast
range of newly available technologies such as Bluetooth, Zigbee, and Wireless Sensor net-
works and mobile networks, etc. This shows that the applications of WBANSs will no longer
be related to personal health but could be expanded to vast fields of life. However, the
applicability of WBANS in the real environment poses certain challenges such as delay
in communication, the throughput of the system, uptime of system, security, privacy and
compatibility with existing technologies etc. [4—6].

The critical authentication data transmitted over the network in WBANs needs to be
secure and also provide privacy to the owner of the data. In order to secure this data vari-
ous anonymous authentication schemes have been proposed in the recent past that provide
authentication. These anonymous authentication schemes also focus on privacy. However,
the performance of these networks is considerably degraded by applying strict policies and
security measures. The purpose of this study is to increase the understanding of WBANSs
by reviewing the existing research work. Then recent techniques to improve the perfor-
mance of WBANS are considered and compared in order to get performance advantage by
maintaining the security and privacy and propose a new lightweight authentication scheme
to improve the performance of WBANS as depicted in Fig. 2.

The rest of the paper follows the following pattern. Related work is presented in Sect. 2.
Section 3 shows the motivation, Sect. 4 reveal our contribution and the proposed authen-
tication scheme. Results are shown in Sect. 5, Informal security analysis is discussed in
Sect. 6. Finally, Sect. 7 consists of the conclusion and future work.

2 Related Work

Poon et al. [7] proposed a “biometric approach that uses an intrinsic characteristic of the
human body as the authentication identity or the means of securing the distribution of a
cipher key to secure inter-BASN communications”. The timing information of the heart-
beat serves the purpose. The scheme assumes that a secure key sharing mechanism is
already in place. Their scheme also provides identity authentication of individuals. The
requirement of memory and computation is significantly reduced.

Wang et al. [8] proposed an integrated biometric-based security framework [static
hidden Markov model (HMM) based verification scheme] which exploits the biometric
attributes shared by the sensor nodes present at various locations of a body. The biometric
key (ECG signal) of a person is used for encryption. This includes a selective encryption
scheme that just encrypts the critical data (subset) instead of encrypting all the biometric
data, reducing computational resources. Also the requirement of key sharing is not needed
because static features of ECG are applied for encryption.

Mana et al. [9] proposed an efficient and energy-conserving scheme “Trust key man-
agement scheme for wireless body area networks” which is capable to generate symmet-
ric cryptographic keys for encryption and decryption along with a secure mechanism for
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etc. as mentioned in Section IV.

Fig.2 Flow of research

distribution of keys. The keys are generated by using the ECG signal of a human body,
conserving privacy, and energy.

Sarra et al. [10] proposed a multi-hop routing protocol to improve coexistence between
WBAN based IEEE 802.15.4 protocol and WIFIL. Wireless networks present in the near
vicinity of each other loose critical information due to interferences. The proposed multi-
hop routing protocol brings reliability to WBAN and ensures connectivity and longer bat-
tery life.

Oberoi et al. [11] proposed a scheme of key derivation by collecting sample data using a
motion sensor and extracting attributes to derive the cryptographic key. This derived key is
used for the pairing of devices. The scheme uses the acceleration of the devices that require
interacting with each other. Nodes on one host body tend to have similar acceleration thus
similar shared key derived at different sensors. This also ensures that the nodes communi-
cating with each other are part of one physical network because an adversary node could
not guess the speed of any node part of a network.

Liu et al. [12] proposed “Certificateless remote anonymous authentication schemes
for Wireless Body Area Networks”. Their schemes show a preliminary version and an
enhanced version of authentication protocols such that remote entities of WBAN could
anonymously authenticate themselves to take advantage of health-related services. They
presented a certificate-less signature (CLS) Scheme and claimed that their scheme is secure
against adaptively chosen message attack in the random oracle model and ensured the
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original identity of users were never disclosed by application provider or network manager.
They proposed a new CLS scheme as the cryptographic primitive and assumed that the
Computational Diffie-Hellman problem (CDHP) is intractable. They used the new CLS
scheme to develop two remote anonymous authentication schemes, which used the anony-
mous account index of users to access WBAN service thus WBAN client’s real identity is
not revealed.

He et al. [13] proposed “Anonymous Authentication for Wireless Body Area Networks
with Provable Security”. They reviewed the recent anonymous authentication scheme pro-
posed by Liu et al. and proposed a successful impersonation attack on Liu et al.’s scheme. It
was found that Liu et al.’s scheme is vulnerable to impersonation attack because the user’s
identity used in their scheme remains constant and hence traceable also due to the presence
of verification table at the site of Application Provider, the verification table needs to be
updated at every joining and removing of client into the system. They show through analy-
sis that their scheme is not only provably secure against various attacks including imper-
sonation attack and also reduces computational burden over the client. They claim that
rather than storing data at the Application provider’s database for the purpose of verifica-
tion, it should be stored at Network manager for being a more secure and trusted location.

Wu et al. [14] proposed “A lightweight and privacy-preserving mutual authentication
scheme for wearable devices assisted by cloud server”. A wearable device (WD) collects
and provides certain information about a person wearing the device. The wearable device
sends this information to a smartphone (SP). The SP is capable of communicating with
a cloud server (CS). Their scheme provides mutual authentication and keep the devices
anonymous. The proposed scheme consists of three phases: Initialization, Pairing and
authentication. They used four channels for communication among entities: Two public
channels and two private (Secure) channels. Authentication between the wearable device
and the smartphone is done in this scheme. This scheme uses a hash function and concate-
nation operation and exclusive-OR operation for the purpose of pairing and authentication.
This fact makes it a lightweight authentication protocol.

Liu et al. [12] and He et al. [13] focused on anonymous authentication of clients with
health-related services such that the computational burden is also reduced on the client. By
using Wu et al.’s [14] authentication scheme in the WBAN environment, the computational
cost on the client is significantly reduced and the benefit of anonymity is achieved.

Table 1 shows a comparison of the authentication schemes.

3 Motivation and Problem Statement

It is the demand of every authentication scheme that it must be secure to various known
threats. It is also demanded that the authentication scheme must be light-weight, so that
least resources get consumed during the authentication process. Liu’s and He’s algorithms
are based on WBAN platform to achieve anonymity and security of WBAN clients. Their
algorithms provide anonymity and security to the client using encryption. Their algorithms
achieve the goal of anonymity and security during authentication on the cost of energy
resources. We intend to achieve the same anonymity and security using the hashing scheme
used by Wu et al. The WBAN environment is a resource-constrained environment. There-
fore, we intend to use a secure light-weight authentication scheme (Table 2).

On comparison, it is found that the computation cost of the three mentioned authentica-
tion schemes [12-14] in Sect. 2, vary a lot. Therefore, in order to show the performance
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Table 2 Notations for time cost for the execution of functions

Symbol Meaning Time

T, Time for one hash function (SHA256) 1.06 ps [14, 18]
TG, The execution time of executing a bilinear operation 5.32s[13]
TGy The execution time of a scalar multiplication operation 2.455s[13]
TGy The execution time of a map-to-point hash function operation 0.89 s [13]
TG,4q The execution time of a point addition operation <0.01s[13]
Texp The execution time of a modular exponentiation operation 1.25 s [13]

T, The execution time of a general hash function operation <0.01s[13]

Table 3 Computation cost of

. ) Time cost Phase Total cost
client of Liu et al.’s scheme o
Authentication
Time cost for client 4TG + 1TGy+2TG g4+ 1 11.95s

T+ 3Ty~ 11955

Table 4 Computation cost of He

. Time cost Phase Total cost
et al.’s scheme

Authentication

Time cost for client 4TG, + 1TGy+ 1TG,yq+4 10.69 s
T,~10.69 s

Table 5 Computation cost of F. Wu et al.’s scheme

Time cost Phase Total cost (pair-
— — ing + authentica-
Pairing Authentication tion)
Time cost for wearable device (WD) 5T, =5.3pus 5T, =5.3 us 10.6 ps
Time cost for smart phone (SP) 6T, =6.36 us 6T, =6.36 us 12.72 ps
Time cost for cloud server (CS) 9T,,=9.54 ps 7T, =7.42 ps 16.96 ps
Total time cost 21.20 ps 19.08 ps 40.28 ps

of authentication schemes [12-14] in terms of computation time/cost, tables are used. The
computation cost of authentication schemes [12—14] are given below in Tables 3, 4, 5 and
6. Table 2 shows symbols used for calculation of computation time of various operations
performed during authentication. The time taken for execution by the devices of a certain
operation is mentioned for the purpose of comparison between the anonymous authentica-
tion techniques.

The comparison of the computation cost is shown in Table 6 and Fig. 3 during the
authentication phase at Client shows the obvious difference and F. Wu et al.’s Authen-
tication scheme proves to be lightweight for the client. This later scheme decreases the

@ Springer



S.J. Hussain et al.

Table 6 Comparison of computation costs for the authentication phase of Liu et al., He et al. and F. Wu
et al.’s schemes

Time cost Authentication scheme

Liu et al.’s scheme [12] He et al.’s scheme [13] F. Wu et al.’s scheme [14]

Time cost for authentication 11.95 s 10.69 s 5.3 us
of client

Fig.3 Comparison of computa- 14 -
tion costs

Time Consumption (S)

5.3*10°
0 T T T 1
Liuetal's Heetal's F.Wuetal's
Scheme Scheme Scheme

M Computation cost for authentication

computation burden on the client. Moreover, the total computation cost of F. Wu et al.’s
authentication scheme tends to be 40.28 us, which is considerably low with respect to the
other two schemes mentioned in Sect. 2.

4 Our Proposed Scheme

Due to the lightweight nature of F. Wu et al.’s authentication scheme, it is applied on the
wireless body area network (WBAN) for the purpose of registration and authentication
with necessary modifications to suit for WBAN environment.

We propose a mutual authentication scheme for WBANS. It consists of three phases: ini-
tialization, Registration, and Authentication. In the initialization phase, the Network man-
ager generates the system parameters and stores the important information about the client
and application provider such as the identity of the client and application provider, pseudo-
identity of client and application provider, and secret key of client and application provider.
The Network Manager acquires this information through a secure channel. The registration
phase is responsible for registering of client with the network manager and to come to
know the existence of the application provider. In the authentication phase, the client and
application provider mutually authenticate each other using the Network manager and a
session key is generated for the current session for the purpose of secure communication.

@ Springer
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(a) Initialization

The network manager (NM) serves the purpose of a trusted third party and generates the
system parameters. NM stores.

Information about client (C) and application provider (AP). The notations used can
be referred to from Table 7.

1. The information about Client (C) stored at NM is as follows:
(ID¢, X, P, PYY)
2. The information about Application Provider (AP) stored at NM is as follows:
Old pNew
(ID 5, Xy, PO, PYY)

3. “h”is a secure hash function known to C, AP and NM.
4. AT=2* Computational cost (hash(s)+ concatenation operation). The AT will be final-
ized based on statistical data acquired from simulations later on.

Table 7 Notations for the proposed authentication scheme

Notations Description

C Client

AP Application provider

NM Network manager

ID¢ Identity of client C

PID. Pseudo-identity of client C

Xc Secret key of client C

ID, Identity of application provider AP

PID, Pseudo-identity of application provider AP

Xa Secret key of application provider AP

tes ten Time stamp of C for registration phase

tN Time stamp of NM for registration phase

Ic Random number generated by C for registration phase
Te, Ty Time stamp of C for authentication phase

Ty, Ty Time stamp of AP for authentication phase

Ty Time stamp of NM for authentication phase

AT Legal delay time interval

Rc Random Number generated by C for authentication phase
Ry Random Number generated by AP for authentication phase
M, M, ... Mg Messages

h() Secure hash function

® Exclusive-OR computation

I Concatenation operation

plev The new pseudo-identity of client
pYew The new pseudo-identity of application provider
pold The old pseudo-identity of client held by network manager

@ Springer
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5. All the network devices are online i.e. connected to internet. The devices can update
their time from online servers [19].
(b) Registration

The client (C) needs to register itself at NM to start communicating with AP. Notations
used in the registration process can be referred to from Table 7. Following steps are car-
ried out:

ey
@
3

“

(&)

6

)
®)

C))

The client (C) generates a random number of r. and picks up its current time stamp
te.
The client calculates the hash D-; using its identity ID, its Secret Key X, random
number 1 and time stamp t.
The client creates a message M, that includes random number r, time stamp t., the
Pseudo-identity of client PID, and the generated hash D, and sends it to Network
manager (NM).
On receiving message M, Network manager picks up its current time stamp ty and
checks to see that if Ity —tol < AT, if the delay is not within specific allowed delay
time interval, then the message is discarded otherwise further process is carried out.
When the message M1 is validated for time, then the network manager (NM) checks
for the validity of client in its database. It finds the tuple (ID¢, X() in its database.
Calculates the hash function D, and checks if the hash D, calculated at NM matches
hash D, received from client (C). If the same hash is calculated at NM, this shows
that the client is valid and further process can be continued. Network manager stores
two values for client P and P9'Y. Now NM checks two cases:

(@) Case 11f PY*¥ =PID, this means that the Pseudo-identity of client equals PY*"
in the database of NM and it is required that NM now updates the value of P{! to
PI®¥. This case is executed when client registers itself for the first time with NM.

(b) Case 2 If P! =PID,, this means that the Pseudo-identity of client equal P94 in
the database of NM. In this case no action is required.

After the validation of Message M, and validation of client, NM calculates a new
Pseudo-identity P™ for client C by generating the hash of identity of client ID, cli-
ent’s Secret Key X, random number r generated by client, time stamp t. generated
by client and the time stamp ty, generated by NM. PY°" serves as new Pseudo-identity
for Client.

Next, NM generates a hash D, using , secret key of Client X~ and time stamp ty
generated by NM and attaches itself by exclusive OR operation (@) with identity ID,
of Application Provider (AP).

NM creates a message M,, consisting of timestamp ty generated by NM and the
generated hash D,. NM sends this message to Client.

On receiving message M,, Client picks up its current time stamp t-, and checks to see
that if Ito, — tyl < AT, if the delay is not within specific allowed delay time interval,
the message is discarded otherwise further process is carried out.

After the validation of Message M,, Client calculates its new Pseudo-identity PIDNY
by generating the hash of identity of client ID, client’s Secret Key X, random num-
ber r generated by client, time stamp t. generated by client and the time stamp ty

Pll\lew
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generated by NM, such as PIDY®Y serves as new Pseudo-identity for Client. It must
be noted that the same pseudo-identity for Client was generated at NM.

(10) Client then gets ID, (the identity of Application Provider) from hash D,.

(11) Client recalculates D, and checks whether it gives the correct D, as received from
NM, if correct D, is calculated then session is valid and Client updates its field of
Pseudo-identity. If D, is invalid, the message is discarded and registration process is
initiated again.

Table 8 shows the process of registration of clients with the Network manager.

(c) Authentication

For the purpose of authentication, all three entities participate in the process. In this
process, the Client and Application provider mutually authenticate each other and a session
key is generated for further communication between Client and Application Provider. The
notations used for authentication refer to Table 7.

The following step are involved in the process of authentication:

(1) The client (C) generates a random number of R and picks up its current timestamp
Te.

(2) The client calculates the hash C, using its identity ID, its Secret Key X, random
number R, time stamp T and identity ID, of application provider (AP).

Table 8 Registration phase of proposed authentication scheme

Client (C) Network Manager (NM)

Generate rc , tc

D; «— h(IDclXclrelte)
M, = { re, tc, PIDc, P]}

MI is sent to NM g

Pick tyand check if |ty - tc]| < AT

Cases
Case 1 Case 2
P, = PID¢ P,°" = PID¢

Common Operations:

Find ( ID(/ . X()

Check if D; =h(IDc I Xclrclte)
P,%“«— P™ [ No Action { Null }

PN"e«—— h(IDc I Xclrelte I ty)

D, <+«— h(P"IXclty) @ IDy
2={tn, Do

M2 is sent to Client (C)

Pick tco and check if [teo— tn] < AT
PID™NY__ h(IDclXclreltelty)
GetIDA«— Ds «— h(P™™IXclty)
Check if D> holds

D, =h( P,"" I Xc I ty)
Set

PID¢ <«—— PIDNY

Client (C) stores IDa
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(3) The client creates a message M; that includes random number R, time stamp T, the
Pseudo-identity of client PID, and the generated hash C, and sends it to Application
Provider (AP).

(4) On receiving message M3, AP picks up its current time stamp T, and checks to see
that if IT, — Tl < AT, if the delay is not within specific allowed delay time interval,
then the message is discarded otherwise further process is carried out.

(5) The application provider (AP) generates a random number R,.

(6) The AP calculates the hash C-, using its identity ID,, its Secret Key X,, random
number R,, time stamp T,, and pseudo-identity PID, of application provider (AP).

(7) The AP creates a new message M, that includes random number R, time stamp T,
the Pseudo-identity of client PID, the hash C, received from Client, random number
R, generated by AP, time stamp T, generated by AP, the Pseudo-identity of Applica-
tion provider PID, and the generated hash C, by AP and sends it to network manager
(NM).

8) On receiving message M,, Network manager picks up its current time stamp Ty and
checks to see that if ITy— Tl < AT, if the delay is not within specific allowed delay
time interval, then the message is discarded otherwise further process is carried out.

(9) When the message M, is validated for time, then Network manager (NM) checks for
the validity of client and application provider in its database. It finds the tuple (ID,
Xc) for client and tuple (ID,, X,) for Application provider in its database. It then
recalculates the hash function C, and checks if the hash C, calculated at NM matches
hash C, received from client (C). If the same hash is calculated at NM, this shows
that the client is valid and further process can be continued. Similarly, it recalculates
the hash function C, and checks if the hash C, calculated at NM matches hash C,
received from Application Provider (AP). If the same hash is calculated at NM, this
shows that the Application Provider is valid and further process can be continued.
Network manager stores two values for client PY” and P{!Y, Now NM selects from
three cases:

(@) Case 1 If PY*¥ =PID. and PY” =PID,, this means that the Pseudo-identity of
client equals PY°" in the database of NM and it is required that NM now updates
the value of PO =PV and sets the value of P99 =P}™. This case is executed
when client and application provider register itself for the first time with NM.

(b) Case 2 If P' =PID,,, and P}*" =PID, this means that the Pseudo-identity of
client equal P in the database of NM. In this case no action is required for client
but sets the value of P94 =pYe™

¢) Case 3If P{" =PID, and P$" =PID,, then no action is required i.e. no updating
of records is required by NM, as the records are already updated.

(10)  After the validation of Message M,, validation of client and validation of Application
Provider, NM calculates a new Pseudo-identity PY*" for client C by generating the
hash of identity of client ID, client’s Secret Key X, random number R generated
by client, time stamp T generated by client and the time stamp Ty generated by NM.
Pe¥ serves as new Pseudo-identity for Client.

(11) NM calculates a new Pseudo-identity PY" for Application provider by generating the
hash of identity of application provider ID,, AP’s Secret Key X, random number R
generated by AP, time stamp T, generated by AP and the time stamp Ty generated
by NM. PY*¥ serves as new Pseudo-identity for Application provider.
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12)
13)

(14)
5)
16)
a7

18)

19

(20)
@n
(22)
(23)

24
(25)

(26)

@7
(28)
29)
(30)
€2V}

(32)

Next, NM generates a hash C; by concatenating ID., X, ID,, X, and Ty

NM generates a hash C, by concatenating ID,, X, and T, and attaches C; to it by
exclusive OR operation.

NM generates a hash Cs by concatenating ID, X and T and attaches C; to it by
exclusive OR operation.

NM generates a hash Cg by concatenating C; and PY".

NM generates a hash C, by concatenating C; and PY*".

Finally, NM generates a message Ms which consists of Ty, C;, C,, Cs, C4 and C, and
sends it to Application provider.

On receiving Ms, application provider picks up its current time stamp T,, and checks
to see that if IT,, — Tyl < AT, if the delay is not within specific allowed delay time
interval, then the message is discarded otherwise further process is carried out.
After the validation of Message Ms, AP calculates its new Pseudo-identity PIDYY by
generating the hash of identity of AP ID,, AP’s Secret Key X, random number R
generated by AP, time stamp T, generated by AP and the time stamp Ty generated
by NM, such as PIDY®¥ serves as new Pseudo-identity for AP. It must be noted that
the same pseudo-identity for AP was generated at NM.

AP generates a hash Cq by concatenating ID,, X, and T, and attaches C, to it by
exclusive OR operation.

At this point a session key SK - is generated by AP by hash function and concatenat-
ing Cg, PID(, ID,, R and Ry

AP then calculates hash C, by concatenating SK, and Th,.

AP sets its Pseudo-identity PID, = PIDY*™:

AP creates a message M, consisting of Ty, Ty, Cs, C; and C, and sends it to Client.
On receiving message M, Client picks up its current timestamp T, and checks to see
that if IT¢, — Ty, < AT, if the delay is not within specific allowed delay time interval,
the message is discarded otherwise further process is carried out.

After the validation of Message Mg, Client calculates its new Pseudo-identity PIDN"?
by generating the hash of identity of client ID, client’s Secret Key X, random num-
ber R generated by client, time stamp T generated by client and the time stamp Ty
generated by NM, such as PIDY®"? serves as new Pseudo-identity for Client. It must
be noted that the same pseudo-identity for Client was generated at NM.

AP generates a hash C,, by concatenating ID¢, X and T and attaches Cs to it by
exclusive OR operation.

It then checks by recalculating the hash function C;. If the hash function C; holds,
this verifies the identity of AP.

At this point a session key SK-, is generated by AP by hash function and concatenat-
ing C,, PID, ID,, Rc and R,.

Further, to check the validity of Session key, client recalculates C,, if it equals the C,
received from AP, then the session key is valid.

Going through this process successfully, client and AP have mutually authenticated
each other.

Now, Client updates it pseudo-identity PID to PIDY®*?, this new Pseudo-identity
will be used to communicate further.

Tables 9, 10, 11 depicts the detailed process of authentication for the proposed authen-
tication scheme.
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Table 9 Process of authentication Sect. 4.C: steps 1-7

Client (C) Application Provider (AP)
Generate R¢ , Tc

C, —— h( IDc I Xc I R¢ I Tc |
ID4)

M3 = { Rc, Tc, PIDC N Cl}

M3 is sent to Application Provider

Application Provider receives M3 from Client
Pick Ta and check if [Ta- Tc| <AT

Generate Ra

M4 = { Rc, Tc, PIDC N CLRA, TA, PIDA N Cz }

M4 is sent to Network Manager

Table 10 Process of authentication Sect. 4.C: steps 8-24

Application Provider (AP) Network Manager (NM)
M4 is sent to Network Manager Network  Manager receives M4 from
Application provider

Pick Ty and check if [Tn— Ta| <AT
Cases:
Case 1 Case 2 Case 3
P,"=PIDc P,°“=PID: | P,°“=PIDc
P,""=PID, P,""=PID, | P,"“=PID,
Common Operations:
Find (IDc, Xc), (IDa, Xa)
Check if
C] = h( IDC ‘| XC || Rc " Tc ” IDA)
And check if
Cy =h(IDA | Xal Ra I Tol PN
P101d<— P]Ncw P201d4_ PZNcw { Null }
P,0le pNew
Pl:zz. h(IDc I Xc I Re I T I Ty)
Py “e—— h(IDAI XAl RAITAlTxN)
C; «—— h(IDc | Xc 1 IDA I Xall Ty)
Cse—— C3D h(IDAIXAITA)
C5 +— C3 @ h( IDC | X(j I Tc)
Cs «—— h(C3 1PN
C; «—— h(C3 1PN
Ms = { Tn, C3,C4,Cs,C6,C7 }
MS5 is sent to Application Provider

Application Provider receives MS from
Network Manager

Pick Tazand check if [Ta, — Tn| < AT
PIDA"" ¢ h(IDa | Xal RalITol Ty)

Cs «—— Cs@ h(IDAIXAITa)

SKac = h(Cs I PIDc I IDAI Rc I Ra)

Co «—— h(SKac I Taz)

PIDse—— PIDA™"

Mg = { Tn, Ta2,Cs,C7,Co }

M6 is sent to Client
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Table 11 Process of authentication Sect. 4.C: steps 25-32

Application Provider Client

Application provider sends M6 to Client | Client receives M6 from Application provider
Pick T¢; and check if ‘Tcz — TA2| <AT
PIDN ¢ h(IDc I XclRe I Te I Ty)
Cio «—— Cs@ h(IDc | Xcl Te)
Check if

C;7 =h(Cyol PIDN)
SKca =h(Cio I PIDc I IDA I Re 1 Rp)
Check if

Cg = h(SKCA H TAz)

Set
PIDc <«—— PID"?

5 Results

Based on the factors discussed in our proposed scheme, the following computation costs
arise.

1. Computational Cost

Liu et al.’s [12] scheme demonstrates that the client performs four scalar operations of
multiplication, one map-to-point hash function operation, two-point addition operations,
one modular exponentiation operation, and three general hash function operations. Thus
the client consumes computational resource for 4 TGy, +1 TGy+2 TG4+ 1 Ty +3
T, ~11.95 s as shown in Table 3.

He et al.’s [13] scheme demonstrates that the client performs four scalar operations
of multiplication, one map-to-point hash function operation, one-point addition opera-
tions, and four general hash function operations. Total computation cost at the client
side is 4 TG, + 1 TGy + 1 TG, 3+ 4 T, ~ 10.69 s as shown in Table 4.

He et al.’s [13] considered the work of Xiong et al. [19] to evaluate the efficiency
of their proposed scheme, on the hardware MICAz, that has only 4 KB RAM,128 KB
ROM, and a 7.3828-MHz ATmegal28L microcontroller and used in wireless sensor
network research.

The client in our scheme calculates five hash function operations for registration and
five hash function operations for authentication. Then, the computation cost at the client
side is 5T, +5 T,~ 10.6 ps.

The total computation cost for the process of registration of a device with the net-
work manager and then authentication takes ~40.28 us as shown in Table 12.

Table 12 Computational cost of

proposed scheme Time cost Phase Total cost
Registration Authentication
C (us) 5T, =5.3ps 5T, =5.3ps 10.6 us
AP (us) 6T, =6.36 us 6T, =6.36 us 12.72 ps
NM (us) 9T, =9.54 us 7T, =7.42 us 16.96 ps
Total time cost 21.20 ps 19.08 ps 40.28 ps
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Fig.4 Time cost taken by
devices in our proposed scheme

M Client
B Application
Provider
= Network
Manager
Fig.5 Gain in computational 14 11.95
cost 12 .\10:9
= 10
2 8 \
S \
g © \
F s \ o—Client
2 \ 4028 *10°
0 T T
e e e
Q;é\ Q®® ef(\
(_)0 (_)(: O}'
N3 N <&
> o N
e >~ R4
& 4 S
> Ry &
N
s
o

The results also show that the client is the least active actor in this process of com-
munication as shown in Fig. 4. It is a desirable factor that the computational burden
should be decreased over the client, because of client being an energy-constrained node.

Our proposed authentication scheme consumes considerably less time for computa-
tion. The former algorithms (Liu et al.’s and He et al.’s) used encryption to provide
security and anonymity during authentication. Encryption tends to be a resource-inten-
sive process and consumes more energy of the resource. Our proposed scheme uses
hash function to achieve the same (Fig. 5).

Hashing is a less resource-consuming process as compared to encryption and hence
it uses least computational power, which makes it more efficient for this environment
as the least the computational resource is used, less energy will be consumed. This fact
will increase the battery life of the WBAN device.

F.Wu’s et al. used a hash function to anonymously register and authenticate a device
in the network.
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Table 13 Communication cost Liuetal’s scheme Heetal’sscheme  Our authentication scheme

3264 bits 3360 bits 3932 bits
Fig. 6 Communication cost 4500
4000
3500 - ) .
Hlivetal's
3000 Scheme
2 2500 HHeetal's
D 5000 Scheme
1500 our
1000 Authentication
Scheme
500
0

Communication Cost

2. Communication cost

The communication cost for our proposed authentication scheme is 3932 bits for
authentication which tends to be higher than the other two authentication schemes as
shown in Table 13.

The communication cost rises to certain bits but the computational cost decreases
considerably as shown in Fig. 6. The communication cost is calculated based on the
number of bits of a message that travel across network entities.

The rise in communication cost degrades the system but overall performance is
achieved by minimizing the computation cost of the system.

6 Security Analysis

A major concern in WBAN is Security due to the sensitive nature of data being trans-
mitted over the network. The breach in security of data or communication could even
lead to loss of a life or unrecoverable loss. Being the main concern, we need to maintain
security along with improving the performance of WBAN. We prove that our scheme is
secure against various attacks through informal security analysis. In order to check the
validity of our proposed anonymous authentication scheme, the informal analysis is car-
ried out which shows that our proposed scheme is secure against the following attacks
as per Fig. 7.

(a) De-Synchronization Attack

@ Springer



S.J. Hussain et al.

Informal Security Analysis: Process:

Fig. 7 Informal security analysis

If message M, is not received by the client in pairing phase due to network delay or
blocked by an attacker, then NM can continue its operations according to last case of
step 2 for next pairing.

If message M; is not received by the Application Provider in the authentication phase
due to network delay or blocked by an attacker, NM can continue its operations accord-
ing to last case (Case 3) in step 3 of next session. If message M- is not received by the
Client in the authentication phase due to network delay or blocked by an attacker, NM
can use second case to complete the process.

(b) Replay attack

The time stamp is used in every message to save from replay attack. Therefore, the
validity of every message can be checked. If a message is not within the legal time
delay, it will be discarded.

(c) Application Provider forgery attack

If the attacker wants to forge message M4, he should make a correct D1 or C2. It is not

possible for the attacker to get IDc and XC from communication channels, therefore M4
can’t be forged. Similarly, the attacker cannot calculate D1 due to unavailability of IDc and
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Xc. C8 requires XA and is used in SKAC, and XA can’t be guessed by the attacker. There-
fore, M6 cannot be correctly forged.

(d) Client forgery attack

If the attacker wants to forge the client, it needs to reproduce M1 or M3. The attacker
requires D1 and C1 for this purpose, but not possible due to unavailability of XC and XA.

(e) Network Manager forgery attack

The attacker requires IDC, XC, IDA and XA to find D2, C3, C4 ... etc. in order to forge
messages M2 and M5, which is most unlikely.

(f)  Untraceability of client and application provider

The client and application provider get a new Pseudo-identity every new session and these
pseudo-identities are different from previous ones due to tC and TC. Therefore, the client
and application provider are untraceable. The real Identities of client and application pro-
vider are never disclosed in the messages.

(g) Mutual authentication and key agreement

Mutual authentication is guaranteed because no entity of any session could be forged.
Every session is managed under a unique session key to encrypt information.

7 Conclusion and Future Work

Use of sensors to collect medical information is widely increasing over time. The use of
these devices poses certain security and privacy issues for the patient and can be fatal for
the life of user. The security of the communication in WBANS has been a great concern but
the network is limited due to its low power, computational constrained environment and
signal issues. Earlier work in this area has focused on security and privacy issues. They
enhance security but on the other hand degrade the performance of WBAN. Our proposed
scheme enhances the performance of WBANSs considerably maintaining the security and
privacy of the whole system. The comparison of our scheme with existing recent anony-
mous authentication scheme shows that our scheme is improving on performance and
hence could increase the life time of the network. The informal security analysis proves the
validity of proposed scheme.

In future, we intend to formally analyze this scheme for security using ProVerif tool in
future. Also, this scheme can serve as a basis for improving performance issues in WBANs
and make the network able to cope with energy issues.
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