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a b s t r a c t
With the prevalence of Aerospace Technologies, the regulations of cybersecurity are becoming smarter,
assured, and long-lasting. Modern communication network technologies have enormous growth in
the cyber threats and masquerading attacks to steal data. Hence concepts and mechanisms are built
and made into regulations for a safer environment. Unmanned aerial vehicles (UAVs), often known
as drones, are becoming increasingly common, posing new problems in areas such as monitoring,
agriculture, weather prediction, surveillance and other fields. This includes a large number of devices
that, owing to a lack of energy or a system shutdown, might occasionally send incorrect signals
and must be monitored autonomously by drones in remote regions. In this paper, we propose a
energy intensive blockchain-based platform for controlling drone operations while ensuring trust
and security for all parties involved. The goal of this paper is to explore the extent of Unmanned
Aerial Vehicle (UAV) vulnerability to deceptive (Global Navigation Satellite System) GNSS signals
by establishing the necessary conditions for UAV via GPS (Global Positioning System) spoofing. The
existing algorithms used to mitigate spoofing attacks have unbounded long-term errors, which increase
in time during its performance. An innovative idea is necessitating to eliminate those errors, thereby
in the proposed work, Ethereum Blockchain has been implemented to create a blockchain network to
mitigate the spoofing attacks. Blockchains are incredibly popular nowadays and is the basic technology
for cryptocurrencies. Blockchain technology greatly impacts the applications in UAVs. The proposed
methodology uses the network that has to be registered in the aerospace components through
the ledger associated with relevant data communication in the Blockchain. When an intruder gets
acquired with the data in the network with a single block, it cannot affect the entire network due
to the data integrity in the ledgers that has been cryptographically assigned. The blockchain network
intermittently verifies the geolocation data so that any outlying data would be detected and eliminated
quickly. The data that has been verified is made available for the view of aviation and spacecraft
operations through the distributed network. The proposed methodology outperforms the existing
methods in intense drift error and, in the case of confidentiality and integrity, it has very low risk
when compared to existing methods.
© 2021 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction
Spoofing is an unethical process where the unauthorized person intrudes and promotes itself as an authorized person to
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access the network. The spoofing purpose is to get acquired with
the user bank account and to steal the personal information
related to the user in the bank database. Similarly, the hackers
spoof the Global Positioning System (GPS) signals in order to
modify the location. Nowadays, most of the systems rely on the
Global Navigation Satellite System (GNSS) to navigate. The Global
Positioning System (GPS) has currently been used in most of the
location prediction of UAVs using the GPS. GPS has been applied
with the shared dependency resources and it may lead to some
failure causes in the UAV monitoring (Zhang et al., 2013). Missiles,
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which reduces the reliability of data transmission and routing. Dey et al. (2018) discussed the collection of various security threats and vulnerabilities. Majidi et al. (2018) present
that the INS/GPS systems perform an operation against spoofing
attacks. Javaid et al. (2017) present a novel work that cyber-attack
happened in the GPS receiver and affect the normal functioning
of the UAV and this mitigation is solved using a sim testbed with
the spoof detection mechanism. Kim et al. (2017) Identified that
the GPS/INS sensors have been used to measure the performance
of the software simulation. Javai et al. (2014) demonstrated the
usage of the UAV sim for testbed evaluation in the software
simulation testbed that simulates the large UAV networks that
measure the network modelling and traffic measurements that
analyses the attacks (Philipp et al., 2019). Magiera and Katulski
(2015) show that spatial processing methods have been used in
the GPS spoofing detection for the attack mitigation in the spatial
filtering for the attack mitigation (Parizi et al., 2018). Khanafseh
et al. (2014) uses a testbed to analyse the spoofing attack for the
residual-based Receiver Autonomy Integrity Monitoring with the
navigation sensors. The UAV/INS has been used to analyse the
spoofing attack in the GPS (Hammi et al., 2018). RiahiManesh
et al. (2019) presented a neural network method for identifying the GPS spoofing that has been analysed and the data are
communicated to the GPS receiver (Li et al., 2018). Ahmad et al.
(2019) proposed a SYN/ASY GPS spoofing attack and the threat is
assumed to be of high data access in the network.
Bittl et al. (2015) proposed a major security analysis for the
VANET technologies and the information which has been identified as fake has led to a serious cause for the network. Diamond
(2017) analysed that the threat is detected with the network to
enhance the major vulnerabilities based on the user authentication failure happening in the UAV with the GPS signals. Fan
et al. (2015) discussed the approach with the phase receiver in
the UAV security threat detection using a threat analyser. Haider
and Khalid (2016) defined the different set of parameters and
criteria which are necessary for a GPS spoofing countermeasure
technique to meet in order to perform optimally. Li and XianbinWang (2016) presented a GPS spoofing approach and the spoofing
detection has been predicted by the gain ratio and the delay
incurred in the wireless channel in multiple way. Pradhan et al.
(2016) focused that the GPS spoofing has the synchronization
option from the phasor that may affect the grid behaviour. Psiaki
and Humphreys (2016) has reviewed the state of GNSS spoofing
and defence technologies (Zhang and Wen, 2017). The proposed
methods identify a spoofing attack in various forms and the
analysis has been done to mitigate with the GNSS receiver with
the geolocation and clock offset.
Zou et al. (2016) proposed that the GPS detection with the
transmitter and receiver analysis in the threat detection using a
radio broadcasting signal. Qiao et al. (2017) proposed a visionbased method to detect GPS-spoofing. The method is proposed
with the sole of Inertial Measurement Unit (IMU). Shijith et al.
(2017) proposes an idea of dropping out the UAV entering the
protected area. Tayeb et al. (2017) analysed threat detection in
autonomous vehicles based on the GPF spoofing. van Mastrigt
et al. (2015) proposes a method to measure the GPS receiver
speed with the available satellites and this method enhances the
speed of recovery in the Doppler assignment (Dorri et al., 2017).
Wang et al. (2018) presented a low-cost method that identifies
cross-validation with the spoofing detection with the civilian GPS
with the vehicles. Maksutov et al. (2019) proposed a money laundering mechanism where the transaction is highly secured for
the ledger’s high payments. Nguyen and Dang (2018) developed
a blockchain technology with the recent research development in
the security system.
Shitang et al. (2018) presented a high-performance block chain
that uses an intelligent device node mapping and the distributed

ships, cars, aircraft, and UAVs all rely on the positioning provided
by the GPS to make their next move. The outdoor environment is
being monitored with the UAV selection and the location monitoring. With the help of the GPS module, we can be able to get the
latitude, longitude and altitude position of the UAV and by using
these values, we can get the location of the UAV (Zheng et al.,
2017).
The GPS usage in aviation and the civilian may cause the GPS
to obscure the signal and the attackers intrude in the system. The
GPS signals can be disrupted because they have a low received
signal power. It is also important to acknowledge that the only
solution is to develop counter-mechanisms and technologies to
detect and eliminate these threats (MohsinUrRahmana et al.,
2020; Malak et al., 0000). The aircraft and UAV are susceptible to
the GPS signal spoofing attack and the malicious intruder emits
the signal from the satellite. The time delay is attained at the
emitter performance transmitter and the GPS receiver has the
spoofed signal as in Fig. 1.
The attacker gains information of the victim’s original position
and aims to replicate and broadcast the GPS signal while moving
towards the victim. The receiver will eventually lock on to the
spoofed signal’s higher power without realizing and then the
attacker can go back to the victim’s arbitrary position (Zhu and
Cao, 2011). A spoofing attack involves four phases as shown in
Fig. 2

• The signals from the receiver aligned at an authentic way.
• The power of the spoofed signals is increased above the
positive signals.

• The spoofed signals are removed from the authentic signals.
• Once the spoofed and authentic signals no longer interfere,
the attacker has complete control of the target receivers or
it might lead to energy strain because of spoofing.
In a GPF spoofing attack, the messages are being spoofed
and modified according to the attacker’s needs in a different
location based on the broadcasting nodes. The spoofed messages
form of attack termed as Carry-Off attack makes the network
to gain visibility of the user and enhances the network with
the channel broadcasting that synchronizes the signals with the
target receiver. The positive messages are being broadcasted with
the power of allotted signals.
In comparison with the existing research, the proposed method
can be applied without any hardware utilization in real-time
applications. Blockchain technology is also known as the spine of
the entire crypto-currency system. In the name, the term block
represents many transaction records and the chain represents
the component that links them all together with a hash function.
Blockchain technology allows the feature that many people can
make entries into the record of information.
The transaction of information is broadcasted, and every node
has its own updated version of the information. This unique
feature made this transaction more secured. In blockchain technology, there are multiple shared copies of the same database,
which prevents cyber-attack. It is used to detect GPS spoofing in
UAVs because it provides complete security.
The remaining work is organized as follows, Section 2 deals
with the related works. Section 3 pacts with the proposed model
and elaborates the implementation of the blockchain mechanism. Section 4 focuses the results and Section 5 provides the
conclusion.
2. Related works
Vanitha and Padmavathi (2018) proposed a method in which
the main aim is to provide UAV-supported VANET architecture,
2
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Fig. 1. Overall architecture of GPS spoofing.

Fig. 2. Phases in GPS spoofing attack.

network architecture. Abbas and Sung-Bong (2019) described
an overview of Blockchain. The proposed work describes what
Blockchain is, how it is implemented, and how it is integrated
with other technologies. Mechkaroska et al. (2018) analysed the
security technique without altering the user requirements and

the ledger details (Zhang et al., 2016). Kshetri and JeffreyVoas
(2018) demonstrates the key factors in mitigating the GPS attack and the UAV collection in it. Miller (2018) presented that
the Blockchain and IoT address regulatory requirements and the
3
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Fig. 3. Proposed methodology.

Fig. 4. Proposed UAV security with blockchain.

integrity has been provided in the GPS attack mitigation (Lu et al.,
2018; Liu et al., 2018).
The overall discussion made in the literature survey consolidated that it would be substantial if the protection against GPS
spoofing could be detected (RezaNosouhi et al., 2020). Alwateer et al. proposed Drones or UAVs has been driving attention,
leading to a mobile-driven application in the drone networks.
The distributed computing approach has been performed with
drone services and applications. The user has the non-technical
services in the data management metrics for the estimation of

the IoT computing infrastructures with the relevant computing
environment (Zhang et al., 2016). Fly-out services enrol the data
management issues in the airborne configuration for the QoS and
QoE estimation (Alwateer et al., 2019a). Alwateer et al. Drones are
the main essential civilian applications, the most networked and
the remote programming has been connected with the humans
to estimate the battery power and the resources aligned with
the drones for the coordination. The work is done to predict the
crowd-based cloud resource and the drone computations are used
for service management. The IoT ecosystems has been used for
4
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modelling with cryptographic algorithms and the smart contracts. The data integrity and security will be established with
the good authentication mechanisms. Internet of Things networks can suffer security issues. These can be overcome with
the blockchain technology implemented with the decentralized
platform for sharing the IoT heterogeneous sharing. The air and
ground sensors have been used with the mutual consensus with
the Cournot model to analyse using the game theory (Zhu et al.,
2019).
Fotouhi et al. proposed that the current UAV uses the technology with the business environments in the cellular operators. The
UAVs are connected to the cellular networks in the user equipment and generated with the service requirements. The UAV
mounting base stations have been proposed with the boost coverage and spectral parameters in the flying UAV in the survey-based
developments with the consumer nature, interference issues, and
the UAV flying relays (Fotouhi et al., 2019). Mut-Puigserver et al.
proposed that the contract signing is one of the best trustable
services that require the exchange of elements through the signers signature and the contract is established with the kind of
service relied on the use of the third-party services, the entities are the obstacle that provides a contract based structure
in the protocol based confidential contracts with the multiparty
agencies (Mut-Puigserver et al., 2019).
Kapitonov et al. outlined that the UAV has been communicated
using the communication protocol and the agents of the multiagent systems with the action decision. The multiagent systems
have been done with the industrial and the business process in
the organizing cyber systems. The multiagent industrial process
is being proposed that the unknown environment has the organizing structure of the decentralized Ethereum used to monitor
the autonomous agents (Kapitonov et al., 2017).
In our proposed technique, we first executed and analysed GPS
spoofing, from which we were able to determine the geolocation parameters that would need to be modified in the ledger
throughout the blockchain implementation process.
3. Proposed model
In the future, the UAVs connected with the internet are expected to offer business solutions that will increase public assignment and societal works. The IoT UAVs are communicated
in wireless nature and the threats are being identified with the
increasing security framework. A UAV hijacking program called
the SkyJack has been used by recent researchers to control the
hijackers intruding in the network. The GPS spoofing attack will
be monitored with the receiver based on the broadcasting way to
receive the hijack UAV with the original transmitter.
3.1. Blockchain mechanism
The Blockchain works to assign smart contracts and the coordinates are assigned to have the threat-free system. Ethereum is
an open-source, a public blockchain-based distributed computing
decentralized platform that runs with smart contracts. The block
contains the Ethereum, which contains the hacking attempts
with the blockchain manual attempt to be visualized with the
blockchain system.
The diagrammatic representation in Fig. 3 portrays UAV connectivity with the security system. Each UAV compiles with a
block that carries every information regarding the vehicle. From
the ground control system, signals are transmitted to the cellular base station and vice versa, hence declaring transmitter and
receiver combination. Each UAV is interrelated and communicated; therefore, the collision of vehicles gets denied. UAV has
a blockchain and it detects spoofing in the GPS. If a third person

Fig. 5. Flowchart for GPS spoofing detection.

the new scripting language to obtain the flight paths in the smart
experimentation model (Alwateer et al., 2019b).
Y. Zhu et al. proposed that the Blockchain has done a major revolution in digital networking with the distributed storage
5

M. Satheesh Kumar, S. Vimal, N.Z. Jhanjhi et al.

Energy Reports xxx (xxxx) xxx

Fig. 6. Original location.

Fig. 7. Spoofed location.

tries to change the integrity of a blockchain, authentication will
provide thereby we can ensure security. In this proposed scenario,
an external storage blockchain has been used for external usage
in a blockchain repository for the UAV (Singh et al., 2021).
Fig. 4 shows the blockchain network, where the data residing
in it cannot change without the decision of the neighbouring or
collaborating parties in the network. In GPS positioning, the UAV
signals or any aerial vehicles are carried out through its location by transferring signals for communication. These signals are
transmitted along with messages from the cellular base station
and processed with satellite prompting for getting signals from
the station. The attacker is specified to change the GPS address

of the targeted system/UAV/aerial vehicles; hence the positioning
gets spoofed (Amir Latif et al., 2020). Thus, spoofing avoidance is
done using Blockchain, where Blockchain holds the data of the
positions of UAV/aerial vehicles that cannot break because of the
hashes generated in every block. The user or the client can be able
to process or view the data within the specified block as a unique
id for each block and account generation (Mendling et al., 2018).
Therefore, interpretation of positioning data can be avoided by introducing the source code into blockchain (Nowinski and Kozma,
2017).
The procedure is illustrated in the Algorithm.1 commences
initially when a GPS signal exists. The GPS signal coordinates
6
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Fig. 8. Creation of accounts.

have been retrieved from the UAVs and it is being recorded
in the blockchain storage module as an original source of data.
In the authentication stage of the proposed methodology, it is
validated whether the retrieved signal is malicious. This process
initiates with the blacklisted database where it consists of prerecorded malicious coordinates (Humayun et al., 2020). Initially,
the proposed methodology checks whether the retrieved coordinates are present in the blacklisted database and if so, the
coordinates are rejected. in the second stage of validation, if
the coordinates are not present in the blacklisted database, it
maps with the snapshots of the reference blockchain data. If
these plots it is recorded into the Blockchain as a distributed
ledger and it predicts the coordinates as legitimate and let the
UAV to communicate for further processes. If the coordinates
do not map with the snapshot of the reference blockchain data,
would it have been considered as malicious and the coordinates recorded in the backlisted database. When considering
the phishing links (Satheesh et al., 2019) that utilizes urgent
and persuasive language to compel the recipient to take quick
action. Additionally, the fraudsters can transmit malware to the
recipient’s computer to be downloaded (Satheesh Kumar et al.,
2018). GPS spoofing works in a similar way to phishing in that
it transmits a bogus GPS signal to a GPS receiver, causing all

The Highlights of the proposed work involves

GPS devices in the vicinity to display an erroneous position. GPS

• Explore the extent of Unmanned Aerial Vehicle (UAV) vul-

spoofing is a technique used by cybercriminals to take control of

nerability to deceptive (Global Navigation Satellite System)
GNSS signals by establishing the necessary conditions for
UAV via GPS (Global Positioning System) spoofing.
• Ethereum Blockchain has been implemented to create
blockchain network to mitigate the GPS spoofing attacks
• The methodology uses the network that has to be registered
in the aerospace components to the ledger associated with
a relevant data communication using Blockchain.

automobiles, boats, drones, and any other device that relies on
a navigation system. GPS spoofing is a sophisticated method that
may be used to hijack drones or ships, as well as to interfere with
military navigation systems, among other things. This process of
identifying a GPS coordinate as legitimate or malicious has been
explained in Fig. 5.
7
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• The blockchain network intermittently verifies the geolo-

It is validated that during authentication process, whether the
actual GPS coordinates match with the coordinates available in
the blacklisted database, then it is rejected. If this is not the case,
then the GPS coordinates are validated against the Blockchain
snapshot available in the corresponding block as shown in Eq. (9).
This two-phase validation process makes our proposed scheme
more secure as compared to existing one.

cation data to detect any outlying data quickly and eliminated. The data is made available to aircraft and space
organizations.
Mathematical modelling
Symbol

Notations

GC
lt
lo
BC
B
SS
ML
ch
ts
td
N
⊐

GPS coordinates
Latitude
Longitude
Blockchain
block
Spoofed signal
Malicious location
Cryptographic hash
timestamp
Transaction data
Node
Is a collection of
Contains
Is dependent on
Initiates
Block creation
Broadcasting
Authentication
Blockchain snapshot
Blacklisted database

⊃
⊩
⊖
Cr
≎

⋇
BS
BD

BC =

n
∑

R

∀ (X ) H⇒ BC (B)
Finally, the block is added to the existing chain of blocks.
4. Results and discussion

We assume that the attacker can spoof a GPS receiver via
playback or meaconing attack in this work. As stated formerly,
meaconing is the reception of GPS signals in a remote position
and rebroadcasting them at another location at slightly higher
power. In the below section, we have discussed spoofing the GPS
signal and then using Ethereum blockchain implementation. We
describe how we are maintaining the integrity of the data.
4.1. GPS spoofing results
The GPS Spoofing is performed for a real-time scenario. We
have taken the original location which has been depicted in Fig. 6
and this has been spoofed to a malicious location that has been
illustrated in Fig. 7. The original location here we have taken as
Kovilpatti, which is located in the map as shown in Fig. 6, and
Fig. 7 represents the spoofed location of the device as to be in
Sivakasi by 09.49pm.
Thus, in Fig. 7, it represents that the device’s location as to
be in place Kovilpatti by 09.50pm. But it is not possible to travel
from Sivakasi to Kovilpatti within a minute. Here GPS spoofing
plays a vital role. If this kind of malicious script is in the client’s
system/UAV, it leads to a severe issue. These scripts aim to
change the device’s location as defined by the attacker without
the knowledge of the legitimate user.

(1)

i=1

which shows that Blockchain is a collection of records
Where B ⊐ ch, ts, td

(10)

(2)

According to (2) a block in a Blockchain consist of cryptographic
hash for the previous block, timestamp and the data to be shared.

4.2. Ethereum Wallet results

GC ⊃ (lt , lo)

Implementation of Geth, which connects in the background
and serves as a node for Ethereum blockchain, is discussed below.

(3)

Where GPS coordinates are the latitude and longitude of the
location to be targeted and
ML ⊩ SS

4.2.1. Creation of Ropsten test network
The most popular public test net is specified as Ropsten,
which is useful during later stage contract development. Ropsten,
through Geth, simulates the real Ethereum network.
Initially, three accounts get created, as shown in Fig. 8 in the
Ropsten test-network to do transactions. For the first account, it
takes nearly 10 h for the generation. Each account has its unique
hash algorithm and password. While doing each transaction, the
account owner has to confirm his/her identity to transfer the
funds/data.
By clicking the individual accounts, the client can be able to
see the information on that account as shown in Fig. 9. Each
account has its private key as the hash function, and accounts
cannot show incoming transactions, but it can hold and send
ether. The client can copy the hash address of the account in
which the user is going to buy the ether to do transactions. By
using QR-code also the client can be able to make transactions.
Procedure to Get Ether: The client can be able to buy the
ether for the test network from Ropsten Ethereum Faucet by
mentioning the private key of our account in which the client
wants to purchase ether.
Fig. 10 shows that the clients are restricted to buy the ether
for the Ropsten test network once in 24 h. Before the transaction,
ACCOUNT 1 has two ether and ACCOUNT 2, as shown in Fig. 13.

(4)

where malicious location is dependent on spoofed signal/
coordinates set by the attacker
let X ⊖ T

where x initiates a transaction

(5)

then
Cr (B)

(6)

a block is created for the authenticated transaction
B≎

n
∑

N

(7)

i=1

The authenticated block is sent to all the nodes
n
∑

N ⋇B

(8)

i=1

All the nodes authenticate the transactions; once the transaction is authenticated, it is added to the list of blocks.
GC (lo, lt ) = BD (lo, lt ) and GC (lo, lt ) ̸ = BS (lo, lt )

(9)
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Fig. 9. Details of individual accounts.

Fig. 10. Restrictions to get ether.

4.2.2. Transaction completion procedure
To transfer the ether from one account (ACCOUNT 1) to another (ACCOUNT 2) in the Ethereum wallet, the client has to
mention the unique hash address of those particular accounts in
from and to address separately and the user has to say how much
amount of ether is going to get transfer in the test network.
In the Ethereum wallet, the client has to pay an extra fee to
do the transaction faster, and the client can be able to adjust the
speed of the operation. Depending upon the rate mentioned in
the Fee, the transaction will occur. If the client pays 0.012 ether
more, the transaction will occur within a few seconds, or else
if the client chooses 0.006 or less, the transaction will take a
few more minutes to happen. Before doing the transaction, the
client has to confirm their identity to show that the legitimate
client will transfer the fund/data rather than an attacker who will
harm our system/UAV. Ethereum wallet will ask for a password

for verification. After entering the password, the Ethereum wallet
will confirm the identity of the client, and the transaction will
start to happen.
When the transaction gets complete, the client can be able
to see all the details about the transaction in the screen. The
client can be able to see the transaction details after it has done.
Ethereum wallet displays about the list of a transaction in its
screen. After the transaction gets over, ACCOUNT 1 will carry
one ether, and ACCOUNT 2 will possess two ether. This operation
indicates that transactions get occurred in a secure manner and
the attacker will not able to interrupt these blocks and could not
steal the info/data.
4.2.3. Metamask
Metamask is a tool in communicating with Ethereum through
a web browser extension. The creation of myetherwallet account
9
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Fig. 11. Private key & Q-R code of wallet.

Fig. 12. Connecting metamask & myetherwallet.

for transferring of ethers in real-world in gaining information is
done using Metamask. The Keystore file is created for every account which holds an encrypted version of the password, private
key. This Keystore file is said to be UTC/JSON file of javascript.
Wallets have public addresses, which are randomly generated
strings of case-sensitive letters and numbers. If someone wants to
send Ether, they will send it to this public address, which is also
referred to as a ’public key’, essentially transferring the ownership
of the data. The key that has been stored in the wallet is the
’private key’, a password that will need to sign off on transactions
and unlock data shared. Also, it contains both public and private
keys or else the QR-codes to scan them and Fig. 11 describes the
KeyStore file contained version.

After Importing MyEtherWallet to MetaMask, import UTC/JSON
File or Private Key and connect the Metamask and MyEtherWallet
as illustrated in Fig. 12. It also describes the usage of wallet in
point of transaction of ethers for the client.
Figs. 13, 14, 15 and 16 show the connectivity establishment
between myetherwallet and metamask is made. Inflow, it describes the transaction details. This transaction requires real ether
to be transferred for data transferring.
Etherscan is used to get an Email notification for every incoming/outgoing transaction. The user can create an individual
account, as shown in Fig. 16 and the user can give their own
private Mail ID to get a notification, as shown in Fig. 17. If any
alter in the GPS coordinates, an alert will be raised in the email.
10
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Fig. 13. Confirming metamask account.

Fig. 14. Process of sending ether & tokens.
Table 1
Comparison of existed and proposed design.

4.3. Inference
In comparing to the methodology proposed in this project
with the existing design, the performance of INS in estimating
the true position of an unmanned aerial vehicle increases with an
increase in drift error, but it is minimized in this proposed design.
The blockchain technology used in this proposed design minimizes the threats to integrity of blocks’ data or protects the
integrity of data in storage, which uses a hash algorithm compared to UAVNet simulation for cybersecurity threats, as shown
in Table 1.
The workloads for Ethereum’s ‘‘open’’, ‘‘query’’, and ‘‘transfer’’
operations have been created for this experiment. The ‘‘open’’
workload consists of tasks such as creating new accounts and
evaluating the ledger’s writing performance. The ‘‘query’’ workload consists of querying accounts and assessing the performance

S. No

Specification

Existed

Proposed

1.

Drift Error

Increases with respect
to performance

2.
3.
4.

Integrity
Confidentiality
Possibility of
cybersecurity attacks

Risk is high
Risk is high
High

Minimized when
compared to
existed design
Risk is Low
Risk is Low
Low

of the ledger’s reading capability. The ‘‘transfer’’ workload consists of transactions between accounts as well as assessing the
transaction performance of the ledger system. All chaincodes that
are going to be tested must be installed on both the channel
and the peer computer. Ethereum will set up accounts, query
11

M. Satheesh Kumar, S. Vimal, N.Z. Jhanjhi et al.

Energy Reports xxx (xxxx) xxx

Fig. 15. Etherscan account.

Fig. 16. Details about profile.

accounts, and perform transactions all at the same time, in a
distinct process.
First, the send rate is increased incrementally for each of the
three functions: open, query, and transfer. Then, the send rate is
increased further for further testing and optimization. The results
show that when the Send Rate is increased, the throughput of
the query workload grows in a manner that is synchronous with
the Send Rate increase. When throughput hits about twenty, the
open workload will become a bottleneck, and it will be unable
to improve in the foreseeable future. When the throughput hits
about 10, the transfer burden will become a bottleneck, and it will
be unable to improve it further, as shown in Fig. 18. Regarding
latency, the query workload does not create any delay at all.
It is possible that when the Send Rate increases for the open
workload and transfer workload, the latency will increase somewhat, although the increase will not be immediately apparent, as

depicted in Fig. 19. The equivalent experiments were carried out
by raising the value of txNumber, but the experimental findings
did not differ substantially from the baseline.
5. Conclusion
The focus of this research is to secure unmanned aerial vehicles from GPS spoofing using Blockchain. As IoT UAVs are directly and easily accessible over the internet, security mechanisms are more vulnerable, especially in the development of
military-related forces and technology. One such vulnerability
detection in the Global Positioning System (GPS) of an unmanned
aerial vehicle for reliable navigation.
Thus, the proposed system resolves in securing masqueraded
signals using blockchain technology. Many algorithms were put
12
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Fig. 17. Email notification for transaction.

Fig. 18. Throughput with varying load.
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forward in the development of secure UAV; we have implemented the technology of Blockchain to safeguard UAV from GPS
spoofing. The results show that the methodology outperforms the
intense drift error and has low risk if we dealt with confidentiality
and integrity. This platform helps to enhance energy efficiency,
traffic movement, and the overall safety of the environment. In
the field of energy management, Blockchain technology has the
potential to reduce costs, enhance planning, and improve the
overall efficiency of the energy market system for unmanned
aerial vehicles. In future, the work has been extended to perform
in real time and location updating can be specified with a GUI
mode mobile application with the higher transaction using the
ledger based application and the GUI based application enhances
the ledger availability for secured transaction.
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Fig. 19. Latency with varying load.

References

Javai, Ahmad, Sun, Weiqing, Alam, Mansoor, 2014. UAVNet Simulation in
UAVSim: A Performance Evaluation and Enhancement, TridentCom 2014,
LNICST 137.
Javaid, Ahmad Y., Jahan, Farha, Sun, Weiqing, 2017. Analysis of global positioning system-based attacks and a novel global positioning system spoofing
detection/mitigation algorithm for unmanned aerial vehicle simulation.
Simulation: Trans. Soc. Model. Simul. Int..
Kapitonov, A., Lonshakov, S., Krupenkin, A., Berman, I., 2017. Blockchain-based
protocol of autonomous business activity for multiagent systems consisting
of UAVs. In: 2017 Workshop on Research, Education and Development of
Unmanned Aerial Systems (RED-UAS). Linkoping, pp. 84–89, http://dx.doi.
org/10.1109/RED-UAS.2017.8101648.
Khanafseh, Samer, Roshan, Naeem, Langel, Steven, 2014. GPS Spoofing Detection
using RAIM with INS Coupling, In: IEEE International Conference.
Kim, Yunki, An, Jongwoo, Lee, Jangmyung, 2017. Yunki kim jongwoo an
jangmyung lee robust navigational system for a transporter using GPS/INS
fusion. IEEE Trans. Ind. Electron..
Kshetri, Nir, JeffreyVoas, 2018. Blockchain in Developing Countries. IEEE
Computer Society.
Li, R., Song, T., Mei, B., et al., 2018. Blockchain for large-scale internet of things
data storage and protection. IEEE Trans. Serv. Comput. 12 (5), 762–771.
Li, Hao, XianbinWang, 2016. Detection of GPS Spoofing through Signal Multipath
Signature Analysis, In: 2016 IEEE Canadian Conference on Electrical and
Computer Engineering (CCECE).
Liu, H., Zhang, Y., Yang, T., 2018. Blockchain-enabled security in electric vehicles
cloud and edge computing. IEEE Netw. 32 (3), 78–83.
Lu, Z., Liu, W., Wang, Q., et al., 2018. A privacy-preserving trust model based on
blockchain for VANETs. IEEE Access 6 (2018), 45655–45664.
Magiera, J., Katulski, R., 2015. Detection and mitigation of GPS spoofing based
on antenna array processing. J. Appl. Res. Technol..
Majidi, Mohammad, Erfanian, Alireza, Khaloozadeh, Hamid, 2018. A new approach to estimate true position of unmanned aerial vehicles in an INS/GPS
integration system in GPS spoofing attack conditions. Int. J. Autom. Comput
5 (6).
Maksutov, Artem A., Alexeev, Maxim S., Fedorova, Natalia O., Andreev, Daniil A.,
2019. Detection of Blockchain Transactions Used in Blockchain Mixer of
Coin Join Type, In: 2019 IEEE Conference of Russian Young Researchers in
Electrical and Electronic Engineering (EIConRus).
Malak, A., Jhanjhi, N.Z., Mamoona, H., 0000. Blockchain for Internet of Things
(IoT) Research Issues Challenges & Future Directions: A Review, Int. J.
Comput. Sci. Netw. Secur., 19(5) 244-258.
van Mastrigt, Leen A., van der Wal, Ariën J., Oonincx, Patrick J., 2015. Exploiting
the Doppler Effect in GPS To Monitor Signal Integrity and To Detect Spoofing.
International Association of Institutes of Navigation World Congress Prague,
Czech Republic, pp. 20–23.
Mechkaroska, Daniela, Dimitrova, Vesna, Popovska-Mitrovikj, Aleksandra, 2018.
Analysis of the possibilities for improvement of BlockChain technology. In:
26th Telecommunications Forum TELFOR.

Abbas, Qulab E., Sung-Bong, Jang, 2019. A Survey of Blockchain and its Application, In: 2019 International Conference on Artificial Intelligence in
Information and Communication (ICAIIC).
Ahmad, Mukhtar, Farid, Muhammad Atif, Ahmed, Sheeraz, Saeed, Khalid,
Asharf, M., Akhtar, Usman, 2019. Impact and Detection of GPS Spoofing
and Countermeasures against Spoofing, In: International Conference on
Computing, Mathematics and Engineering Technologies – iCoMET.
Alwateer, M., Loke, S.W., Fernando, N., 2019b. Enabling drone services: Drone
crowdsourcing and drone scripting. IEEE Access 7, 110035-110049. http:
//dx.doi.org/10.1109/ACCESS.2019.2933234.
Alwateer, .M., Loke, S.W., Zuchowicz, A.M., 2019a. Drone services: issues in
drones for location-based services from human-drone interaction to information processing. J. Locat. Based Serv. 13 (2), 94–127. http://dx.doi.org/10.
1080/17489725.2018.1564845.
Amir Latif, R.M., Hussain, K., Jhanjhi, N.Z., et al., 2020. A remix IDE: smart
contract-based framework for the healthcare sector by using blockchain
technology. Multimed Tools Appl. https://doi.org/10.1007/s11042-02010087-1.
Bittl, Sebastian, Gonzalez, Arturo A., Myrtus, Matthias, Beckmann, Hanno,
Sailer, Stefan, Eissfeller, Bernd, 2015. Emerging Attacks on VANET Security
based on GPS Time Spoofing, In: IEEE Conference on Communications and
Network Security (CNS).
Dey, Vishal, VikramkumarPudi, Chattopadhyay, Anupam, Elovici, Yuval, 2018.
Security Vulnerabilities of Unmanned Aerial Vehicles and Countermeasures:
An Experimental Study, In: 31th International Conference on VLSI Design
and 17th International Conference on Embedded Systems.
Diamond, Patrick, 2017. Detection Mitigation Recovery of GPS Based Assured
Timing Critical Infrastructure when under Attack By Spoofing Or Jamming.
IEEE.
Dorri, A., Steger, M., Kanhere, S.S., et al., 2017. Blockchain: A distributed solution
to automotive security and privacy. IEEE Commun. Mag. 55 (12), 119–125.
Fan, Guangteng, Huang, Yangbo, Zhang, Guozhu, JunweiNie, GuangfuSun, 2015.
A Spoofing Detection Method For Motion Receiver Using Single Antenna, In:
4th International Conference on Computer Science and Network Technology
(ICCSNT 2015).
Fotouhi, A., et al., 2019. Survey on UAV cellular communications: Practical
aspects, standardization advancements, regulation,and security challenges.
IEEE Commun. Surv. Tutor. 21 (4), 3417–3442. http://dx.doi.org/10.1109/
COMST.2019.2906228.
Haider, Zeeshan, Khalid, Shehzad, 2016. Survey on Effective GPS Spoofing Countermeasures, In: The Sixth International Conference on Innovative Computing
Technology(INTECH 2016).
Hammi, M.T., Hammi, B., Bellot, P., et al., 2018. Bubbles of trust: A decentralized
blockchain-based authentication system for IoT. Comput. Secur. 78 (2018),
126–142.
Humayun, M., Jhanjhi, N., Hamid, B., Ahmed, G., 2020. Emerging smart logistics
and transportation using IoT and blockchain. IEEE Internet of Things Mag. 3
(2), 58–62. http://dx.doi.org/10.1109/IOTM.0001.1900097.
14

M. Satheesh Kumar, S. Vimal, N.Z. Jhanjhi et al.

Energy Reports xxx (xxxx) xxx
Shijith,
N.,
PrabaharanPoornachandran,
.,
Sujadevi,
V.G.,
Dharmana, Meher Madhu, 2017. Spoofing Technique to Counterfeit the GPS
Receiver on a UAV, In: IEEE International Conference on Technological
Advancements in Power and Energy (TAP Energy).
Shitang, Yu, KunLv, ., ZhouShao, ., YingchengGuo, ., JunZou, ., BoZhang, ., 2018.
A High Performance Blockchain Platform for Intelligent Devices, In: Proceedings of 2018 1st IEEE International Conference on Hot Information-Centric
Networking (HotICN 2018).
Singh, A.P., et al., 2021. A novel patient-centric architectural framework for
blockchain-enabled healthcare applications. IEEE Trans. Ind. Inf. 17 (8),
5779–5789. http://dx.doi.org/10.1109/TII.2020.3037889.
Tayeb, Shahab, MatinPirouz, ., Esguerra, Gabriel, Ghobadi, Kimiya, Huang, Jimson,
Hill, Robin, Lawson, Derwin, Li, Stone, Zhan, Tiffany, Zhan, Justin, Latifi, Shahram, 2017. Securing the Positioning Signals of Autonomous Vehicles,
In: IEEE International Conference on Big Data (BIGDATA).
Vanitha, N., Padmavathi, G., 2018. A Comparative Study on Communication
Architecture of Unmanned Aerial Vehicles and Security Analysis of False Data
Dissemination Attacks, In: IEEE International Conference on Current Trends
toward Converging Technologies, Coimbatore, India.
Wang, Qian, Lu, Zhaojun, Gao, Mingze, Qu, Gang, 2018. Edge Computing
based GPS Spoofing Detection Methods, In: 2018 IEEE 23rd International
Conference on Digital Signal Processing (DSP).
Zhang, Y., Wen, J., 2017. The IoT electric business model: Using blockchain
technology for the internet of things. Peer-To-Peer Netw. Appl. 10 (4),
983–994.
Zhang, J., Xue, N., Huang, X., 2016. A secure system for pervasive social
network-based healthcare. IEEE Access 4 (2016), 9239–9250.
Zhang, Z., Zhou, L., Zhao, X., Wang, G., Su, Y., Metzger, M., Zheng, H., Zhao, B.Y.,
2013. On the validity of geosocial mobility traces. In: Proceedings of the ACM
Workshop on Hot Topics in Networks (HotNets). ACM, http://dx.doi.org/10.
1145/2535771.2535786.
Zheng, Y., Li, M., Lou, W., Hou, Y.T., 2017. Location based handshake and private
proximity test with location tags. IEEE Trans. Dependable Secure Comput.
14, 406–419, http://dx.doi.org/10.1109/TDSC.2015.2472529.
Zhu, Z., Cao, G., 2011. APPLAUS: A privacy–preserving location proof updating
system for location–based services. In: Proceedings of IEEE INFOCOM. IEEE,
pp. 1889–1897, http://dx.doi.org/10.1109/INFCOM.2011.593499.
Zhu, Y., Zheng, G., Wong, K., 2019. Blockchain-empowered decentralized storage
in air-to-ground industrial networks. IEEE Trans. Ind. Inf. 15 (6), 3593–3601.
http://dx.doi.org/10.1109/TII.2019.2903559.
Zou, Qiang, SunanHuang, FengLin, Cong, Ming, 2016. Detection of GPS Spoofing
Based on UAV Model Estimation, In: IECON 2016-42nd Annual Conference
of the IEEE Industrial Electronics Society.

Mendling, J.I., Weber, W.V.D., Aalst, J.V., Brocke, C., Cabanillas, F., Daniel, I.,
Gal, A., 2018. Blockchains for business process management-challenges and
opportunities. ACM Trans. Manag. Inf. Syst. (TMIS) 9 (1), 4.
Miller, Dennis, 2018. Blockchain and the Internet of Things in the Industrial
Sector. IEEE Computer Society.
MohsinUrRahmana, BarbaraGuidia, FabrizioBaiardi, 2020. Blockchain-based access control management for decentralized online social networks. J. Parallel
Distrib. Comput. 144, 41–54.
Mut-Puigserver, M., Payeras-Capella, M., Cabot-Nadal, M., 2019. Blockchain-based
contract signing protocol for confidential contracts. In: 2019 IEEE/ACS 16th
International Conference on Computer Systems and Applications (AICCSA).
pp. 1–6, http://dx.doi.org/10.1109/AICCSA47632.2019.9035363.
Nguyen, Quoc Khanh, Dang, Quang Vang, 2018. Blockchain Technology for the
Advancement of the Future, In: 4th International Conference on Green
Technology and Sustainable Development (GTSD).
Nowinski, W., Kozma, M., 2017. How can blockchain technology disrupt the
existing business models?’. Entrepreneurial Bus. Econ. Rev. 5 (3), 173–188.
Parizi, R.M., Dehghantanha, A., Choo, K.K.R., et al., 2018. Empirical vulnerability
analysis of automated smart contracts security testing on blockchains. arXiv
preprint arXiv:1809.02702.
Philipp, R., Prause, G., Gerlitz, L., Entrepreneurial Collaboration, 2019. Blockchain
and smart contracts for in maritime supply chains. Transp. Telecommun. J.
20 (4), 365–378.
Pradhan, Parth, KyatsandraNagananda, ParvVenkitasubramaniam, Kishore, Shalinee, Blum, Rick S., 2016. GPS Spoofing Attack Characterization and Detection
in Smart Grids, In: 2016 IEEE Conference on Communications and Network
Security (CNS): International Workshop on Cyber-Physical Systems Security
(CPS-Sec).
Psiaki, Mark L., Humphreys, Todd E., 2016. GNSS Spoofing detection. Proc. IEEE
104 (6), 1258–1270.
Qiao, Yinrong, Zhang, Yuxing, Du, Xiao, 2017. A Vision-Based GPS-Spoofing
Detection Method for Small UAVs, In: 13th International Conference on
Computational Intelligence and Security.
RezaNosouhi, Mohammad, ShuiYu, WanleiZhou, MarthieGrobler, HabibaKeshtiar,
2020. Blockchain for secure location verification. J. Parallel Distrib. Comput.
136, 40–51.
RiahiManesh, Mohsen, Kenney, Jonathan, Hu, Wen Chen, Devabhaktuni, Vijaya Kumar, Kaabouch, Naima, 2019. Detection of GPS Spoofing Attacks on
Unmanned Aerial Systems, In: 16thIEEE Annual Consumer Communication
& Networking Conference.
Satheesh, M., Srinivasagan, K.G., Ben-Othman, Jalel, 2019. Sniff-phish: A novel
framework for resource intensive computation in cloud to detect email scam.
Trans. Emerg. Telecommun. Technol. 30, http://dx.doi.org/10.1002/ett.3590.
Satheesh Kumar, M., Ben-Othman, J., Srinivasagan, K.G., 2018. An investigation
on wannacry ransomware and its detection. In: 2018 IEEE Symposium on
Computers and Communications (ISCC). Natal, pp. 1–6.

15

